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SPECIAL Aims & Stakeholders

SPECIAL
Kickoff
Jan 2017

> Trilogue starts }

6/24/2015

} Draft of the regulation }EU Council finalises the chapters
7/22/2012 8/6/2015

> Revisions in the draft > Discussions in the EU Council >Trilogue agrees
3/12/2013 5/19/2014

12/17/2015

Where we
are now

>

Comes into effect
5/25/2018

>

"‘ Data subjects who would like to declare, monitor and optionally
revoke their (often not explicit) preferences on data sharing

Regulators who can leverage technical means to check

Companies whose business models rely on personal data and
for which the GDPR is both a challenge and an opportunity

m compliance with the GDPR



SPECIAL Objectives
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SPECIAL Use Cases
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SPECIAL Technical Foundations
Big Data and Privacy Foundations
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SPECIAL

data subjects

SPECIAL leverages past infrastructure and lessons learned
+*»*Big Data Europe scalability and elasticity

Iegal § permissions

**PrimeLife policy languages, access control policies, release policies and data handling policies
**The Platform for Privacy Preferences Project (P3P) and the Open Digital Rights Language
(ODRL) vocabularies



SPECIAL Technical Foundations
Consent, Transparency, and Compliance Checking
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Usage policy language
Syntax and expressivity

Figure 1.1: SPECIAL’s Usage Policy Language Grammar

¢ Usage pOIlCV la nguage, which can be used to express UsagePolicy :='ObjectUnionOf’ ’(’ BasicUsagePolicy BasicUsagePolicy { BasicUsagePolicy } )’
. ) | BasicUsagePolicy
both the data subjects’ consent, data controllers . o S . i N
BasicUsagePolicy :='ObjectintersectionOf’ (' Data Purpose Processing Recipients Storage ’)
usd ge req u EStS, fragm ents Of th e G D P RI an d Data :='ObjectSomeValueFrom’ ’(’ 'spl:hasData’ DataExpression °)’
business po licies Purpose :='ObjectSomeValueFrom’ *(’ spl:hasPurpose’ PurposeExpression ’)’

Processing :='ObjectSomeValueFrom’ °(’ 'spl:hasProcessing’ ProcessingExpression °)’

* Th € fO un d ation Of th € p Ol I Cy l an g ua ge was th € Recipients :='ObjectSomeValueFrom’ (" 'spl:hasRecipient’ RecipientExpression ’)’
Minimal Core Model ( MCM ) Storage :='ObjectSomeValueFrom’ '(’ ‘spl:hasStorage’ StorageExpression °)’

DataExpression :='spl:AnyData’ | DataVocabExpression

* We propose a new policy language that extensively

PurposeExpression :='spl:AnyPurpose’ | PurposeVocabExpression

re-uses stan d d rd S ba Sed p riva CY' re I ate d ProcessingExpression :="spl:AnyProcessing’ | ProcessingVocabExpression
vocabularies RecipientsExpression :='spl:AnyRecipient’ | spl:Null' | RecipientVocabExpression
L StorageExpression :="spl:AnyStorage’ | 'spl:Null’ |
* We are able to leverage existing Web Ontology ‘ObjectintersectionOf"'(' Location Duration ')
La N g ua ge (OW L) b ase d reasoners out Of th e bOX Location :="ObjectSomeValueFrom’ ’(’ 'spl:hasLocation’ LocationExpression °)’

Duration :='ObjectSomeValueFrom’ ’(’ 'spl:hasDuration’ DurationExpression °)’
| 'DataSomeValueFrom' '(’ 'spl:durationinDays’ IntervalExpression °)’

Big Data and Analytics in the Age of the GDPR, Piero A. Bonatti and Sabrina Kirrane, Proceedings of the IEEE World Congress on Services (IEEE SERVICES 2019)




Usage policy language
SPECIAL resources

The SPECIAL U Policy L D
Versgnm sage Policy Language @
(le

SPECIAL

Unofficial Draft 06 April 2018

Editor:
Javier D. Fernandez (Vienna University of Economics and Business)

Authors: .
Piero Bonatti (Universita di Napoli Federico I1) VocabUIary am -/Ian QS/usag e'pOI |Cy#
Sabrina Kirrane (Vienna University of Economics and
lliana Mineva Petrova (Universita di Napoli Federico |
Luigi Sauro (Universita di Napoli Federico Il)
Eva Schlehahn (Unabhéngies Landeszentrum fiir Dal

& BertBos O Last Updated: 17 April 2018

(You can download this ontology as an OWL file.)
This document is licensed under a Creative Commons Attribution 3.0 Li

The following is the formulation in functional syntax of the Usage Policy Language
Ontology with identifier

Abstract http://www.specialprivacy.eu/langs/usage-policy#
This document specifies usage policy language of SPECI/
both the data subjects’ consent and the data usage policie

The documentation can be found in Policy Language V1 (deliverable D2.1).
by a computer, so as to automatically verify that the usage

The ontology defined in this document is publicly available
# NAMESPACE DEFINITIONS

Prefix(spl:=<http://www.specialprivacy.eu/langs/usage-policy#>)
Prefix(owl:=<http://www.w3.0rg/2002/07/owl#>)
Prefix(rdf:=<http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>)
Prefix(xml:=<http://www.w3.0org/XML/1998/namespace>)
Prefix(xsd:=<http://www.w3.0rg/2001/XMLSchema#>)
Prefix(rdfs:=<http://www.w3.0rg/2000/01/rdf-schema#>)

# ONTOLOGY IRI AND ITS VERSION

Ontology( <http://www.specialprivacy.eu/langs/usage-policy-ontology>
<http://www.specialprivacy.eu/langs/usage-policy-ontology/1.0>

Detailed in D2.5 Policy Language V2
Available for download via the SPECIAL website

An unofficial draft specification has been
published online

Feeds into the standardisation efforts
conducted in the W3C Data Privacy
Vocabularies and Controls Communty Group

Big Data and Analytics in the Age of the GDPR, Piero A. Bonatti and Sabrina Kirrane, Proceedings of the IEEE World Congress on Services (IEEE SERVICES 2019)



Provenance/event information
Syntax and expressivity

* Development of a log
vocabulary that reuses well-
known vocabularies such as
PROV for representing
provenance metadata

* Demonstrate how
provenance can be used to
support transparency in
data value chains

prov Ag ent <—prov:agen(4i prov: SOftWareAgent

prov:wasAttributedTo

xsd:string [ €—qct-title LOg

splog:logEntry

xsd:string [ €—splog:message:

xsd:dateTimeStamp
splog:validity Time

A

LogEntry

xsd:dateTimeStamp [«

splog:transactionTime

DataEvent

PolicyEntry

v
splog:processor: Processor ' splog:peﬁormedsv—‘ ACtIVlty

splog:logEntryContent
LogEntryContent soinasProcessng| OWI:Thing
1

splog:dataSubject
L—> DataSubject

: BPM
—Esplog:peﬁormedB Process E
H skos:member :
skos:member :

Case

........................................................................

owl:Thing
spl:hasData

A

owl:Thing

spl:hasPurpose

owl:Thing
spl:hasStorage

owl:Thing

spl:hasRecipient

1 : Immutable
splog:immutableRecord '
plog : : splog:contentHash

ConsentRevocation| |ConsentAssertion| | ProcessingEvent

E xsd:base64Binary
E_...,f._,‘lmmutableRecord
Sharing Event — I—) xsd:base64Binary

splog:userHash

I—splog:revoke—T

splog:controller

Controller

Philip Raschke, Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)

: .
E splog:hashAlgorithm splog:hashKeyLength

splog:recipient

E——
gorithm

HashAl HashKeyLength

| v
; E

A Scalable Consent, Transparency and Compliance Architecture, Sabrina Kirrane, Javier D. Ferndndez, Wouter Dullaert, Uros Milosevic, Axel Polleres, Piero Bonatti, Rigo Wenning, Olta Drozd and



Provenance/event information
SPECIAL resources

The SPECIAL Policy Log Vocabula D . .
A vocabulary for privacy-aware ongs, tra?sparency and conl:pVIiance - \Q\ ° DEta |Ied N DZ- 7 TranSparen Cy

version 0.3 SPECIAL Framework V1

oo * Available for download via the SPECIAL

Javier D. Fernandez (Vienna University of Economics and Business) We b S |te
Authors:

Piero Bonatti (Universita di Napoli Federico Il)

Wouter Dullaert (Tenforce)

Javier D. Fernéndez (Vienna University of Economics and Business) Vocabu Iary "= 'llangS/splog#

Sabrina Kirrane (Vienna University of Economics and Business) & BertBos @ Last Updated: 17 April 2018

Uros Milosevic (Tenforce)

Axel Polleres (Vienna University of Economics and Business)

This document is licensed under a Creative Commons Attribution 3.0 License. (You can download this ontology as an OWL file.) b A n U n Off| C i a I d I" O f t S p €C i_fi C O tl 0 n h a S
This is the SPECIAL Policy Log Vocabulary, with identifier b een p u b I iS h e d on | | ne

Abstract http://www.specialprivacy.eu/langs/splog#

Unofficial Draft 06 April 2018

This documents specifies splog, a vocabulary to log data processing and shari
a given consent provided by a data subject. We also model the consent actions ~ For the documentation, see the upcoming Deliverable D2.3.
revocation
@prefix : <http://www.specialprivacy.eu/langs/splog#> .
@prefix dct: <http://purl.org/dc/terms/> .
@prefix owl: <http://www.w3.org/2002/07/owli#> .
@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> .
@prefix spl: <http://www.specialprivacy.eu/langs/usage-policy#> .
@prefix xml: <http://www.w3.org/XML/1998/namespace> .
@prefix xsd: <http://www.w3.org/2001/XMLSchema#> .
@prefix prov: <http://www.w3.org/ns/provi> .
@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> .

<http://www.specialprivacy.eu/langs/splog> a owl:Ontology ;

rdfs:seeAlso "https://aic.ai.wu.ac.at/qadlod/policylog/" ;
owl:versionInfo "@.3"@en .

A Scalable Consent, Transparency and Compliance Architecture, Sabrina Kirrane, Javier D. Ferndndez, Wouter Dullaert, Uros Milosevic, Axel Polleres, Piero Bonatti, Rigo Wenning, Olha Drozd and
Philip Raschke , Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)



SPECIAL ODRL Regulatory Compliance Profile
Syntax and expressivity

* Modeling regulatory

— - hasPolicy obligations using an
ConflictTerm _ ot i adaption of the Open Digital Derived from the
| coni — ue Rights Language W3C Open Digital
= :ﬁl}bttot . * Automated compliance Rights Language

Specifications

checking for business

constraint uid

=
action o .
subClass B 1. introduction ODRL Information Model 2.2
E 11 Aims of the Model W3C Recommendation 15 February 2018
. . 1.2 Conformance
PredicateConstraint S [P
o 08y This version:
S 2 ODAL Inf tion Model https://www.w3.0rg/TR/2018/REC-odrl-model-20180215/
o4 2 nformation Model| ) i
ieai : Latest published version:
permission B4 21 Policy Class ) ]
prohibi tion subClass 211 Set Class https://www.w3.0rg/TR/odrl-model/
obligation 212 O Late:ttte:ilxgz d:;:ﬁb io/poe/model/
dispensation function 213 Agreement Class ps: -githud. o/
22 Asset Class Implementation report:
22.1 Relation Property https://w3c.github.io/poe/test/implementors
222 Part Of Property Previous version:
. https://www.w3.0rg/TR/2018/PR-odrl-model-20180104/
i o - - " = 223 Target Policy Property
Permission bligation Dispensation Part '
Prohibition Oblig P y 23 ParyClass Editors:
23.1 Function Property Renato lannella, Monegraph, r@iannel.la
232 Part Of Property Serena Villata, INRIA, serena.villata@inria.fr
233 Assigned Policy Properties Issue list:
24 Action Class Github Repositol
25 Constraints

policies

TABLE OF CONTENTS
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ODRL policy modelling and compliance checking, Marina De Vos, Sabrina Kirrane, Julian Padget and Ken Satoh, Proceedings of the 3rd International Joint Conference on Rules and Reasoning
(RuleML+RR 2019)



SPECIAL ODRL Regulatory Compliance Profile
SPECIAL resources

ODRL Regulatory Compliance Profile * Preliminary Analysis Detailed in D2.6 Formal

version 0.1 Representation of the legislation V2
Unofficial Draft 29 May 2019 * Available for download via the SPECIAL
_ website:
Editor:
Sabrina Kirrane (Vienna University of Economics and Business)
Authors:

Sabrina Kirrane (Vienna University of Economics and Business)
Marina De Vos (University of Bath)

Julian Padget (University of Bath) * An unofficial draft specification has been
This document is licensed under a Creative Commons Attribution 4.0 License. p u b I is h e d 0 n | i n e
Abstract

The Open Digital Rights Language (ODRL) is a policy expression language that provides a flexible and
interoperable information model, vocabulary, and encoding mechanisms for representing statements about the
usage of content and services.

This document constitutes an ODRL profile that adapts the ODRL Core Model and Vocabulary with concepts and
terms to support regulatory compliance checking of business policies.

In essence, ODRL Regulatory Compliance Profile policies are used to represent regulatory permissions,
prohibitions, obligations, and dispensations, which may be limited by constraints (e.g., temporal, spatial).

ODRL policy modelling and compliance checking, Marina De Vos, Sabrina Kirrane, Julian Padget and Ken Satoh, Proceedings of the 3rd International Joint Conference on Rules and Reasoning
(RuleML+RR 2019)



Data Privacy, Vocabularies and Controls
Community Group (DPVCG)

« 24t May 2018: Presentation of this initial
charter draft to initial stakeholders

« 25t May 2018: Launch of Community
Group

« 26t-30t May 2018 until 30 June 2018:
feedback on the draft charter.

e 29th-31st August 2018: 1st Face-2-face
meeting co-located at MyData2018 in
Helsinki, Finland.

e 12th-14th November 2018: 2nd Face-2-face
meeting co-located with the European Big
Data Value Forum 2018 in Vienna, Austria.

» 26t of July 2019: published a first public CG
draft report on its "Data Privacy Vocabulary
v0.1”
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Home / Data Privacy Vocabularies...

DATA PRIVACY VOCABULARIES AND CONTROLS
COMMUNITY GROUP

The mission of the W3C Data Privacy Vocabularies and Controls CG (DPVCG) is to
develop a taxonomy of privacy terms, which include in particular terms from the new
European General Data Protection Regulation (GDPR), such as a taxonomy of personal
data as well as a classification of purposes (i.e., purposes for data collection), and
events of disclosures, consent, and processing such personal data.

The Community Group shall officially start on 25th of May 2018, the official data of the
GDPR coming into force, as a result of the W3C Workshop on Data Privacy Controls
and Vocabularies in Vienna earlier this year.

Creating a vocabulary for data privacy: the first-year report of data privacy vocabularies and controls community group (DPVCG), Pandit, H.J.,
Polleres, A., Bos, B., Brennan, R., Bruegger, B., Ekaputra, F.J., Homed, R.G., Kiesling, E., Lizar, M., Schlehan, E. and Steyskal, S., 2019

Get involved ¢

Anyone may join this Community Group. All participants in this
group have signed the W3C Community Contributor License
Agreement.

JOIN OR LEAVE THIS GROUP

C. hairs

. Bert Bos /
g Axel Polleres

Participants (59)
SRANE
EA°

View all participants



) The SPECIAL Policy Log Vocabulary &
The SPECIAL Policy Log Vocabulary D ; i NS
@J A vocabulary for privacy-aware logs, transparency and compliance - Qv)‘
u A vocabulary for privacy-aware logs, transparency and compliance - (\5), version 0.3
A S SPECIAL
X O I e e S S o 03 o
a Ll . . Unofficial Draft 06 April 2018
Unofficial Draft 06 April 2018
Editor:
Editor: Javier D. F a (Vienna University of Economics and Business)
Javier D. Fernandez (Vienna University of ics and Authors:
Authors: Piero Bonatti (Universita di Napoli Federico Il)
e S O u rc e S Piero Bonatti (Universita di Napoli Federico Il) Wouter Dullaert (Tenforce)
Wgﬁ'zw) University of E .  Business) Javier D. Ferna (Vienna University of Economics and Business)
o . avier D. Fernandez (Vienna University of Economics and Business) Sabrina Ki Vi University of E - "
0“ Th e S P E C I A L U sa ge P O I I Cy La n g u a ge Sabrina Kirrane (Vienna University of Economics and Business) Ufosmr:l\ailoslre’jir;e(;eiz:‘:e) niversity of Economics an
Uros Milosevic (Tenforce) Mo Bl . . . ;
Axel Polleres ( (Vienna University of Economics and Business) Axel Polleres (Vienna University of Economics and Business)
This document i licensed under a Greative Commons Atbution 8.0 License. This document s licensed under a Creative Commons Attribution 3.0 License.
% The S bulari
** The SPECIAL Vocabularies
Abstract Abstract

This documents specifies splog, a vocabulary to log data processing and sharing events that should comply with This documents specifies splog, a vocabulary to log data processing and sharing events that should comply with
a given consent provided by a data subject. We also model the consent actions related to consent giving and a given consent provided by a data subject. We also model the consent actions related to consent giving and
revocation revocation

+* The SPECIAL Policy Log Vocabulary

% ODRL Regulatory Compliance Profile Vocabulary .../langs/splog#

& BertBos O Last Updated: 17 April 2018

(You can download this ontology as an OWL file.)

This is the SPECIAL Policy Log Vocabulary, with identifier

++ Data Privacy, Vocabularies and Controls
Community Group (DPVCG)

http://www.specialprivacy.eu/langs/splog#

SPECIAL Compliance Checking NESS GROUP?

o . inheritFrom uic'i‘ hasPolicy — Y & BUS
+»+» Demonstrates how usage policies together with e . ‘ -,“P'* coMMUNIT .
event logs can be used to perform both ex-ante Y~ TN CuRReNT GROwPs

and ex-post compliance checking

subClass prohibition
obligation
dispensation relation
Constraint
action Action

SPECIAL Consent and Transparency Interfaces

+* Various consent user interfaces and the
transparency dashboard

¢ Guidelines for legally compliant consent

Home / Data Privacy Vocabularies...

DATA PRIVACY VOCABULARIES AND CONTROLS
COMMUNITY GROUP

The mission of the W3C Data Privacy Vocabularies and Controls CG (DPVCG) is to

subClass

Tools for this group

PredicateConstraint

= Mailing List

@ wiki

permission

prohibition | subClass ; o X N IRC
. igati develop a taxonomy of privacy terms, which include in particular terms from the new ’
ret rl eva I dispensation function European General Data Protection Regulation (GDPR), such as a taxonomy of personal @ Tracker
data as well as a classification of purposes (i.e., purposes for data collection), and
EEEEEEE events of disclosures, consent, and processing such personal data. ﬁ RSS
Prohibition Obligation Dispensation - )
- The Community Group shall officially start on 25th of May 2018, the official data of the B4 Contact This Group
uid GDPR coming into force, as a result of the W3C Workshop on Data Privacy Controls

and Vocabularies in Vienna earlier this year.



