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Why	would	you	want	to	constrain	
access	to	a	knowledge	graph?	

Terms	of	use	
in	the	form	
of	licenses	

Access	
Control	
Policies	

Usage	
Constraints	

https://www.iais.fraunhofer.de/en/business-areas/enterprise-
information-integration/enterprise-knowledge-graphs.html	 https://www.techemergence.com/companies/snips/	

	



How	can	I	specify	constraints?	
There	are	already	
several	existing	
ontologies	that	

you	could	leverage	

http://www.tara.tcd.ie/bitstream/handle/
2262/82659/88248c5b669175f267069c3319d9ac2d3e84.pdf?sequence=1	 http://www.semantic-web-journal.net/system/files/swj1597.pdf	

	

http://ceur-ws.org/Vol-813/ldow2011-paper01.pdf	
	



There	are	a	
number	of	policy	
languages	you	
could	choose	

from!	

http://purl.org/specialprivacy/policylanguage	

How	can	I	specify	constraints?	

http://www.semantic-web-journal.net/system/files/swj1280.pdf	
	



How	can	I	specify	constraints?	

https://www.w3.org/TR/odrl-model/	
	

There	are	also	
some	standard	
policy	languages!	

Expressivity,	correctness	and	completeness	with	respect	to	specific	use	case	requirements	
would	need	to	be	investigated!			



Can’t	I	simply	encrypt	the	data	
There	are	several	
approaches	for	
encrypting	RDF	

https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=4530288	
	

Efficient	querying	over	encrypted	RDF	data	is	still	very	limited!	



How	can	I	handle	Regulatory	Constraints?	
It’s	not	just	about	
the	GDPR,	you	may	
need	to	consider	
other	legislations	

also!	

https://plan.io/blog/gdpr-requirements-needed-for-compliance/	
	

Automated	Compliance	checking	is	still	an	open	research	challenge!	



Can’t	I	just	anonymize	the	data?	
However,	

anonymisation	
decreases	utility	

https://semantic-web.com/2017/08/21/standard-build-knowledge-graphs-12-facts-skos/	
	

Besides	the	issue	in	terms	of	utility,	anonymisation	is	not	effective		
in	a	big	data	environment!	



How	can	I	trust	the	data	in	the	
knowledge	graph?	

There	are	some	
good	starting	

points,	however	
we	have	new	
challenges.	

http://www.inf.ufsc.br/~fernando.gauthier/EGC6006/material/Aula%206/
A%20survey%20of%20trust%20in%20computer%20science%20and%20the%20Semantic%20Web.pdf	
	

Trust	mechanisms	can	be	used	to	validate	claims	and	improve	data	quality,	however	we	
also	need	to	deal	with	media	manipulation	(e.g.,	fake	news)	



Key	Takeaway	

Constraints	are	a	fact	of	life.	
Therefore	we	need	to	figure	out	how	to	deal	with	them!	


