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IVACY & Privacy & Sustainable Computing
** A multidisciplinary perspective...

* Privacy & Sustainable Computing Lab

* Launched September 2016: launch event with various important stakeholders: technologists, standardization, activists...

* Mission: Developing sustainable and privacy-preserving computer systems by bringing together computer science &
human-centric behavioral science

People

Dr. Ben Wagner Dr. Sabrina Kirrane
(Director) (Mgt Board)

Privacy & Sustainable Computing Lab

The increasing ubiquity of IT and data in corporate infrastructures and innovation endeavours, as well as the rising pervasiveness of computing in our
daily lives, leads to the question how information systems can be build in a private, secure, ethical and value-driven manner. Current IT systems often
fail to deliver on these requirements, commonly characterised as “soft” requirements, while aspects of technical functionality dominate.

The Privacy & Sustainable Computing Lab aims at setting new standards in research, education and practice to address ethical issues in computing.

Prof. Sarah Spiekermann (Mg Prof. Axel
Board) Polleres
(Mgt Board)



- Privacy & Sustainable Computing

b PRIVACY
Y SN e . .
A multidisciplinary perspective...
Online Privacy Public Policy and Legislation

Ethical Design
MISSION

Developing sustainable and privacy-preserving computer systems
by bringing together computer science & human-centric behavioral
science.

Humanities Computer Science

Net Neutrality Big Data Analytics

Fragmentation Artificial Intelligence

Open Data
Data Science

Open Standards




SPECIAL Aims

SPECIAL

Kickoff Where we
Jan 2017 are now
Trilogue starts
> 6/24/2015 } }
> Draft of the regulation } EU Council finalises the chapters .
7/22/2012 8/6/2015 Comes into effect
5/25/2018
Revisions in the draft Discussions in the EU Council Trilogue agrees
> > > 12/17/2015 >

3/12/2013 5/19/2014

"‘ Data subjects who would like to declare, monitor and optionally
revoke their (often not explicit) preferences on data sharing

compliance with the GDPR

Companies whose business models rely on personal data and

m Regulators who can leverage technical means to check
h for which the GDPR is both a challenge and an opportunity



SPECIAL Aims
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SPECIAL Objectives

* Policy management framework
¢ Gives users control of their personal data

+* Represents usage policies, legislative requirements and business policies in a machine
readable format

* Transparency and compliance framework
¢ Provides information on how data is processed and with whom it is shared

“* Allows companies to verify that processing is in line with data subject usage policies and legal
requirements

¢ Allows data subjects to take corrective action

Scalable policy-aware Linked Data architecture
+¢* Build on top of the Big Data Europe (BDE) platform scalability and elasticity mechanisms
¢ Extended BDE with robust policy, transparency and compliance protocols
¢ Enable personal data value chains

Pilot implementation and evaluation

* The architecture will be validated in the context of personal data sharing use cases for the
telecoms and financial services sectors

Collaboration, Dissemination & Standardisation
+¢ Create real-world impact in the form of a sustainable solution that we disseminate actively



SPECIAL Use Cases
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SPECIAL Technical Foundations
Big Data and Privacy Foundations

Ingestion Compression I {g
as pata

Persisting Policy-aware ~Ji
& encryption o policies with querying: data processors
data: sticky Data subsets/
\ Y =\ t:? policies filtering
 _ N
data subjects @

APls
&  — @
G ('Q\:/) ” Dashboards
SPECIAL

data subjects

SPECIAL leverages past infrastructure and lessons learned
+*»*Big Data Europe scalability and elasticity

Iegal § permissions

**PrimeLife policy languages, access control policies, release policies and data handling policies
**The Platform for Privacy Preferences Project (P3P) and the Open Digital Rights Language
(ODRL) vocabularies



SPECIAL Technical Foundations
Linked Data Foundations

Ingestion Compression Persisting Policy-aware
& encryption ﬂ policies with querying:
data: sticky Data subsets/
=\ policies filtering
. 4
data subjects (Q\
a < N
m SPECIAL
legal permissions ~
Q G é Primelife
( ) \ - B

é

SPECIAL uses the Linked Data paradigm

APls
&
Dashboards

**All data items are identified by Internationalised Resource Identifiers (IRI’S)

*¢* By using HyperText Transfer Protocol (HTTP) IRI's everything is potentially linkable

data processors

data subjects

**IRI's allow SPECIAL to associate usage constraints with personal data at different levels of

granularity
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SPECIAL Technical Foundations
Ingestion

o €

data subjects ass

Iegal permissions

Ingestion

gives pel

rmission

Compression
& encryption
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SPECIAL a .....
@-PrimeLife

BIG DATA EUROPE

Handle a broad variety of sources and formats

*» Integration with Line of Business applications via transformation middleware

Persisting
policies with
data: sticky
policies

Policy-aware
querying:
Data subsets/
filtering

APls
&
Dashboards

data processors

data subjects

“*Understanding the personal data that is stored, how it is used, and what constraints are associated
with the data needs to be captured in a personal data processing inventory

«*Policy Language is tightly coupled to the legal process of enquiry (data, processing, purpose, storage

and recipients

+»» Allows for the development of an Intelligent Data Lake
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SPECIAL Technical Foundations
Compressmn & Encryptlon

Ingestion Compression I {g Persisting Policy-aware w
& encryption policies with querying: data processors
as flata data: sticky Data subsets/
@ policies filtering APIs
\\\ &
G (Q-’/ ) ” Dashboards data subjects
SPECIAL
legal permissions
Q o Q aneLlfe

When sharing data or querying results information is securely stored and
securely exchanged

‘*Enable efficient queryable encryption based on compressed RDF data
**Encryption used for data and policy integrity

12



SPECIAL Technical Foundations
Sticky Policies

Ingestion Compression I {g
as pata

Persisting Policy-aware
& encryption policies with querying: data processors

data: sticky Data subsets/

@ t:? policies filtering APls

N .
G (Q_‘/ , Dashboards data subjects
SPECIAL
permissions
Q 8 6 Primelife

Gluing policy information to the payload data, even across company borders, is
called “sticky policies”

**Policy constrained personal data sharing
s Legal guarantees

s*Integrity and non-repudiation

13



SPECIAL Technical Foundations
Policy aware querying

Ingestion Compression Persisting
& encryption policies with
data: sticky
policies

legal permissions
gives pe

/

Policy-aware
querying:
Data subsets/
filtering

data processors

APIs
&

Dehbel data subjects

Categorise and subdivide data based on fine-grained usage-policies and

sensitivity categories/levels

**Tackles consent challenges via layering, context, transparency and control

**Retrieve policies based on data
**Policy aware aggregation and anonymisation techniques

14



SPECIAL Technical Foundations

APIs & C

data subjects

permissions

Investigate novels ways of obtaining consent and providing transparency

lashboards

Ingestion

Compression
& encryption

Persisting
policies with
data: sticky
policies

Policy-aware
querying:
Data subsets/
filtering

APls
&
Dashboards

data processors

data subjects

s Consent: display highly relevant information to the user based on context

s*Interactive Dashboard: effective way to represent data, usage constraints,
data processing and data sharing

15



SPECIAL Technical Foundations
Outline for the rest of the talk

data subjects

fﬁ l .l’\

legal

CONTRACT

m

**Analysing and Modelling the GDPR

**The SPECIAL usage policy language,

vocabularies and compliance
checking

**The SPECIAL transparency and
compliance platform

+*SPECIAL Standardisation Activities

**SPECIAL resources

16



Analysing and Modelling the GDPR



Analysing & Modelling the GPDR

4.5.2016 Official Journal of the European Union L119/1

(Legislative acts)

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data nd on
movement of such data, and repealing Directive 95/46/EC (General Data Protectio. Regula
(Texe with EEA relevance)
‘THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on the Functioning of the European Union, and in particular Article 15 thereof,
Having regard to the propesal from the European Commission,
After transmission of the draft legislative act to the national parliaments,

and Social C .

Having regard to the opinion of the p

Having regard to the opinion of the Committee of the Regions (%),

Article

: i

Paragraph

— "~ Party

Relations make it complex for the developers I — .
Compliance — Duty M

definedin

e definedin
Permission
[0 definedin
Dispensation Discretional

Action

\

N _

. le — N )
Action — Constraint - N
j< ~—  Feature

—

@l S E RAM IS Actionable instructions

Sensor-Enabled Real-World for



Analysing & Modelling the GPDR
What aspects should we formalise?




What aspects should we formalise?

Chapter lll > Section 1 > Article 12

Transparent information, communication and modalities for the exercise of the rights of the data subject

Paragraph 1

The controller shall take appropriate measures to provide any information referred to in Articles 13 and 14 and any
communication under Articles 15 to 22 and 34 relating to processing to the data subject in a concise, transparent,
intelligible and easily accessible form, using clear and plain language

CHAPTER IV > Section 2

@ @ Security of personal data

Chapter Ill > Section 2
Information and access to

Chapter Ill > Section 3
personal data

Rectification and erasure @



Analysing & Modelling the GPDR
What aspects should we formalise?

Article 83

General conditions for
‘......G).@@ imposing
(34) R . . . o
G administrative fines
N\
\; \7\ @@@
A

\

L\ D . .
= * Other things to be considered
% * Direction of the relationship
"' @ * Article chains
\ * Semantics of the relationship
99 articles nhave * Model the consequences and fines in the
N | | | case of non-compliance
“’350 relations defined ) . L
A\ c * Not all of the 99 articles define obligations
NS & (e.g. objectives, definitions, GDPR’s entry
N into force etc.)
€
* We omit articles defining obligations for
< other parties like the Supervisory .
@ Authorities and European Data Protection
Board can be neglected.



Analysing & Modelling the GPDR

ODRL designed to define

What formalism should we use? rules for the publishing,

Home / ODRL Community Group / ODRL 2 Core Model... / ODRL

ODRL Version 2.1 Core Model

Final Specification: 5 March 2015
This Version: http://www.w3.org/community/odrl/m
Latest Version: http://www.w3.org/community/odrl/

Editors:
Renato lannella, Semantic Identity, ri@semanticidentity
Susanne Guth, Vodafone, susanne.guth@vodafone.con
Daniel Paehler, University of Koblenz, tulkas@uni-koble
Andreas Kasten, University of Koblenz, andreas.kastent

distribution, and

consumption of digital
media.

(N ® Scope
mv Deliverables

Dependencies and
Liaisons

Participation

Permissions & Obligations Expression e o

Working Group Charter Decision Policy

Patent Policy

The Web has provided the community with standardized mechanisms for numerous Bl About this Charter

content-management services: publishing, distribution, consumption, describing, and

sharing. However, the key area of permissions, obligations and licensing has not been

addressed in Web standards to date. Content licenses, rights statements, permissions and obligations express the
terms of usage for content. With a standard vocabulary, content owners can express terms and processing systems
can determine what permissions and other terms are associated with a given resource or collection of resources.

A permissions and obligations expression system should provide a flexible and interoperable information model that
supports transparent and innovative (re)use of digital content across all sectors and communities. The underlying
model should support the business models of open, educational, government, and commercial communities through
profiles that align with their specific requirements whilst retaining a common semantic layer for wider interoperability.
The system should not, however, be the basis of legal compliance or enforcement mechanisms.

A permissions and obligations expression language is composed of detailed terms that are both machine-
processable and expressible in a form for human-consumption. Allowable actions, constraints, and requirements are
expressed at a level enabling complex and business-specific expressions to be created from a vocabulary with
specific semantics. This accommodates a broad range of situations and addresses a different business/user need
than systems such as Creative Commons that provide generic sharing licenses.

The mission of the Permissions & Obligations Expression Working Group is to define a semantic data model for
expressing permissions and obligations statements for digital content, and to define the technical elements to make it
deployable across browsers and content systems.




Analysing & Modelling the GPDR
What formalism should we use?

Legislative Model

Im:Chapter ' rdfs:subClassOf —(odrl:Policy I
|
|
|

t = i iati 5
rdfs:subClassOf odrl:permission, odrl:prohibition, odrl:obligation 5%
(odrl:Constraint l< k_'.; —(Im:Discretional)
v
rdfs:subClassOf odrl:target odrl:constraint %’
= \( m: Dlspensatlon)

|
|
l
rdfs: subCIassOf {
|
|
|

(odrl:Permission) (odrI.Prohlbltlon) ' odrl:Duty)

odrl:duty

|
|
|
|
|
|
|
|
|
|
drl:assignee
m:Faragrap i odrl Action <- odrl:action — odrl: Rule odrl:assigner >( odrl:Party
|
|
|
|
|
|
|
|
|

} A

Article 13

Bl Information to be provided where personal data
are collected from the data subject

Asset 1. Where personal data relating to aldata subject

collected from the data subject} the|controller

shall,|at the time when personal data are obtained;

information:

provide the data subject with all of the following

Action

(b) the contact deta
applicable;

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane
Proceedings of the Annual Privacy Forum (APF 2018)

where applicable, of th

Duty

(a) the identity and the contdkst details of the controller and,
e[controller's representative;

tection officer, where

;9 Party

Constraint

Fig. 3. Breaking down Article 13.1 of the GDPR according to the ODRL model



Analysing & Modelling the GPLC

A regulatory ODRL profile

Listing 1: Snippet of the GDPR instance based on the duty from Article 13.1

1

00~ O Tl = WO

gdpr:
gdpr:
gdpr:
gdpr:
gdpr:
gdpr:
gdpr:
gdpr:

P13_1 rdf:type lm:Paragraph .
P13_1 odrl:duty gdpr:Providelnfo .

ProvidelInfo
ProvidelInfo
ProvidelInfo
ProvidelInfo
ProvidelInfo
ProvidelInfo

rdf:type odrl:Duty .

odrl:action gdpr:DirectCollection .
Im:dispensation gdpr:DataSubjecthasInfo .
Im:feature gdpr:Transparency .

Im:feature gdpr:Conciseness .
Im:discretional gdpr:Icons .

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane
Proceedings of the Annual Privacy Forum (APF 2018)

-



Analysing & Modelling the GPDR
A regulatory ODRL profile

Listing 2: Snippet of the GDPR instance from Listing 1 with the added question

—

gdpr:ProvideInfo rdf:type odrl:Duty .

gdpr:ProvideInfo odrl:action gdpr:DirectCollection .

gdpr:ProvideInfo lm:dispensation gdpr:DataSubjecthasInfo .

gdpr:ProvideInfo 1lm:feature gdpr:Transparency .

gdpr:ProvideInfo 1lm:feature gdpr:Conciseness .

gdpr:ProvideInfo lm:discretional gdpr:Icons .

gdpr:ProvideInfo lm:hasquestion "Does your organisation ensure that the
required information is provided to the data subject?"

00~ O Ut = W N

Listing 3: Illustration of an Action with added question

1 gdpr:DirectCollection rdf:type odrl:Action .
2 gdpr:DirectCollection lm:hasquestion "Does your organisation collect
3 personal information directly from the data subjects?"

Listing 4: Illustration of a Feature related to the duty from Listing 2

1 gdpr:Transparency rdf:type lm:Feature .
2 gdpr:Transparency lm:hasquestion "Does your organisation ensure
3 transparency for the provided information?" .

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane
Proceedings of the Annual Privacy Forum (APF 2018)



Analysing & Modelling the GPDR
Compliance impact assessment

[ Priwucy - GOPR Complia % B - 8 x|

< C | ® hupu/priwucylocalhostisssessment phpPiew=dashboard Q\ 9 &
[) Priwecy - GOPR Com

PRIW/CV HOME  TERMINOLOGY  ASSESSMENT

The GDPR Compliance Dashboard

This is the GDPR compliance dashboard. It shows the applicable chapters,
which contain questions regarding obligations defined in the GDPR
Oblig: may have i b-ok The progress indicator
shows the completion level for each chapter i.e. percentage of the answered

questions.
? Preliminary Check

@ GDPR Compliance Dashboard

© Information and Access

= General obligations

€ Impact Assessment Principles Information and Access Automated decisions General obligations

U Data Protection Officer
Hl Automated decisions
& Security

& Outside the EU

B Report Generation Security Impact Assessment Data Protection Officer Outside the EU

Fig. 7. Dashboard based on the GDPR chapters for the main assessment

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane
Proceedings of the Annual Privacy Forum (APF 2018)



Analysing & Modelling the GPDR
Machine readable policies adopt a systematic

In SPECIAL we

approach
400000000,

: - » Systematic analysis of the text of the GDPR

s 99 arc :

% 3 ;(r)tlcles Ak * D2.2 & D2.6 Formal representation of the

R relations defined & . . .
° ’ legislation detailed the GDPR:
@‘:
® **Rule structure
.. ;,!' Tablt.a 1.1: GDPR {\n.notation Dictionary . ..
< R s R S **Explicit References
...“ 4 °° RO > Prot‘ubltllon P you must not (i.e. equivalent to negative obligation) . ) ) - )
“e8:008" Obigaions [ 0 e %*Subjective terms (i.e. single words or
Dispensation D .
R Ea = parts of a sentence that can be
Constrain = . . .
ts -C al;r]ni.tati:mrrestficgtio? (e.g.n:s a]]owediij;)u do:’t) Interpreted N Va rlous Ways)
peons | oo | i e g o i s o "
eRef[] ::lt')t]i::gl:containsanexplicitrefe:nceie,g,ozgef[Am ‘:’ImpIICIt knOWIGdge about the IaW (e.g.
References 89 (D) .
tRef[] an article contains a reference related to a certain term the Scope Of U nlon I—aW)
(e.g. tRef[consent])
Dispostions | pisp | anexamplfhest paccciuggestion __ “*References to other pieces of legislation
Opening Clause oc gﬂg;:sn z)i need to consult other legislation (National or
Collaboration with the University of Helsinki & 27

Lynx - Legal Knowledge Graph for Multilingual Compliance Services are interested in collaborating with SPECIAL on this work



Analysing & Modelling the GPLC
Lessons learned

Py

ODRL was heavily guided by
hasPolicy licensing use cases......

inheritFrom uid partOf
> i ; Asset
I .
| ContlictTorm BURNEEES e — e Collection Therefore when modelling
- arge .
contliet regulatory requirements we
permission .
subaas? obligation need to decide how closely
prohibition : we stick to the original model
Logical
# ﬁ Constraint
uid uid
refinement ™ rightOperandReference
dataType | operand
* constraint unit list
status

leftOperand
operator
uid action Actio includedin
> Operator LeftOperand
aiure | implies I
<€
subClass

rightOperand
I ass'igner

Party
Collection

source

4 RightOperand
consequence assignee

28



The SPECIAL usage policy language,
vocabularies and compliance checking



Usage policy language
The minimal core model

For how long
Collected How is data are the data

data processed Where are stored
Purpose Qf collected data
data collection and profiles

and processing stored

Disclosure to
third parties

Transparency Ledger

M% When| ORACLE" Vsymantec
whyl ’)/ What | vimware amazon
T n _ @

= Microsoft

Where w y‘
® \f()fCC Ad:)e



Usage policy language
Syntax and expressivity

Usage policy language, which can be used to express
both the data subjects’ consent, data controllers
usage requests, fragements of the GDPR, and
business policies

The foundation of the policy language was the
Minimal Core Model (MCM)

We propose a new policy language that extensively
re-uses standards based privacy-related
vocabularies

We are able to leverage existing Web Ontology
Language (OWL) based reasoners out of the box

Figure 1.1: SPECIAL’s Usage Policy Language Grammar

UsagePolicy :='ObjectUnionOf’ ’(" BasicUsagePolicy BasicUsagePolicy { BasicUsagePolicy }’)
| BasicUsagePolicy

BasicUsagePolicy :='ObjectintersectionOf’ ’(' Data Purpose Processing Recipients Storage )’
Data :='ObjectSomeValueFrom’ ’(’ 'spl:hasData’ DataExpression °)’

Purpose :='ObjectSomeValueFrom’ (" 'spl:hasPurpose’ PurposeExpression ’)’

Processing :='ObjectSomeValueFrom’ °(’ 'spl:hasProcessing’ ProcessingExpression °)’
Recipients :='ObjectSomeValueFrom’ ’(’ 'spl:hasRecipient’ RecipientExpression )’

Storage :='ObjectSomeValueFrom’ (' 'spl:hasStorage’ StorageExpression °)’

DataExpression :='spl:AnyData’ | DataVocabExpression

PurposeExpression :='spl:AnyPurpose’ | PurposeVocabExpression

ProcessingExpression :="spl:AnyProcessing’ | ProcessingVocabExpression
RecipientsExpression :='spl:AnyRecipient’ | 'spl:Null’ | RecipientVocabExpression

StorageExpression :="spl:AnyStorage’ | 'spl:Null’ |
‘ObjectintersectionOf’ (" Location Duration °)’

Location :="ObjectSomeValueFrom’ ’(’ 'spl:hasLocation’ LocationExpression °)’

Duration :='ObjectSomeValueFrom’ ’(’ 'spl:hasDuration’ DurationExpression °)’
| 'DataSomeValueFrom' '(’ 'spl:durationinDays’ IntervalExpression °)’




Usage policy language
Syntax and expressivity

Listing 1.1. SPECIAL Namespace Prefixes

PREFIX spl: <http://www.specialprivacy .eu/langs/usage—policy#>
PREFIX splog: <http://www.specialprivacy .eu/langs/splog#>
PREFIX svd: <http://www.specialprivacy .eu/vocabs/duration#>
PREFIX svl: <http://www.specialprivacy .eu/vocabs/locations#>.

Listing 1.2. Structure of a Usage Control Policy

ObjectIntersectionOf (
ObjectSomeValuesFrom (spl:hasData SomeDataCategory)
ObjectSomeValuesFrom (spl: hasProcessing SomeProcessing)
ObjectSomeValuesFrom (spl: hasPurpose SomePurpose)
ObjectSomeValuesFrom (spl: hasStorage SomeStorage)
ObjectSomeValuesFrom (spl: hasRecipient SomeRecipient))

A Scalable Consent, Transparency and Compliance Architecture
Sabrina Kirrane, Javier D. Fernandez, Wouter Dullaert, Uros Milosevic, Axel Polleres, Piero Bonatti, Rigo Wenning, Olha Drozd and Philip Raschke
Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)



Usage policy language
Syntax and expressivity

EXAMPLE 4: Example of an ellaborated policy
The following policy P,

Heart rate and location data are collected and analysed to create a user profile for the purpose of issuing
recommendations. Profiles are stored indefinitely in the EU by the data controller and released to third
parties.

can be formalised as follows with a factorised general policy:

ObjectIntersectionOf (
ObjectSomeValueFrom( spl:hasData
ObjectUnionOf(
ex:HeartRate svd:Location ))
ObjectSomeValueFrom( spl:hasProcessing ex:Profiling )
ObjectSomeValueFrom( spl:hasPurpose ex:Recommendation )
ObjectSomeValueFrom( spl:hasStorage
ObjectIntersectionOf(
ObjectSomeValuesFrom( spl:hasLocation
ObjectIntersectionO0f( svl:0urServers svl:EU ))
DataSomeValuesFrom(
spl:durationInDays
DatatypeRestriction( xsd:integer
xsd:mininclusive "0""“xsd:integer )

)
ObjectSomeValueFrom( spl:hasRecipient spl:AnyRecipient )

In this example, the auxiliary vocabularies need to be extended with three new classes: the class
ex:ReartRate (as a subclass of svd:Health), ex:Profiling (a subclass of svpr:Analyze) and
ex:Recommendation (a subclass of svpu:Marketing).



Usage policy language
SPECIAL resources

VTegsnﬁ!?ECIAL Usage Policy Language @
: ()

Unofficial Draft 06 April 2018

Editor:
Javier D. Fernandez (Vienna University of Economics and Business)

Authors: .
Piero Bonatti (Universita di Napoli Federico I1) VocabU|aI’y am -/IanQS/usag e'pOI |Cy#
Sabrina Kirrane (Vienna University of Economics and
lliana Mineva Petrova (Universita di Napoli Federico |
Luigi Sauro (Universita di Napoli Federico Il)
Eva Schlehahn (Unabhéngies Landeszentrum fiir Dal

& BertBos O Last Updated: 17 April 2018

(You can download this ontology as an OWL file.)
This document is licensed under a Creative Commons Attribution 3.0 Li

The following is the formulation in functional syntax of the Usage Policy Language
Ontology with identifier

Abstract http://www.specialprivacy.eu/langs/usage-policy#
This document specifies usage policy language of SPECI/
both the data subjects’ consent and the data usage policie

The documentation can be found in Policy Language V1 (deliverable D2.1).
by a computer, so as to automatically verify that the usage

The ontology defined in this document is publicly available
# NAMESPACE DEFINITIONS

Prefix(spl:=<http://www.specialprivacy.eu/langs/usage-policy#>)
Prefix(owl:=<http://www.w3.0rg/2002/07/owl#>)
Prefix(rdf:=<http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>)
Prefix(xml:=<http://www.w3.0org/XML/1998/namespace>)
Prefix(xsd:=<http://www.w3.0rg/2001/XMLSchema#>)
Prefix(rdfs:=<http://www.w3.0rg/2000/01/rdf-schema#>)

# ONTOLOGY IRI AND ITS VERSION

Ontology( <http://www.specialprivacy.eu/langs/usage-policy-ontology>
<http://www.specialprivacy.eu/langs/usage-policy-ontology/1.0>

Detailed in D2.1 Policy Language V1
Available for download via the SPECIAL website

An unofficial draft specification has been
published online

Feeds into the standardisation efforts
conducted in the W3C Data Privacy
Vocabularies and Controls Communty Group

Piero A. Bonatti, Bert Bos, Stefan Decker, Javier D. Ferndndez, Sabrina Kirrane, Vassilios Peristeras, Axel Polleres and Rigo Wenning. Data 34
Privacy Vocabularies and Controls: Semantic Web for Transparency and Privacy. Semantic Web for Social Good (SWS5G2018) @ ISWC2018.



Provenance/event information
The model

: BPM !
—Esplog:peﬁormedB Process E
H skos:member :

prov Ag ent <—prov:agen(4i prov :SOftWareAgent

* Development of a log e

vocabulary that reuses well- A - * @ -
. xsd:string  [€—gct-title Log splog:processor Processor : splog:performedB ACtIVlty Case
known vocabularies such as

PROV for represe nting Sp'°g:'°gE”:_'fy____..______.._______________.___Sp,og:acﬁvity....__:::::::::::::::::::'.::::::::’:'"'""'"""""""""1 """""""" |

provenance metadata 1 | S awing

skos:member

splog:validity Time

splog:logEntryContent
° Demonstrate hOW I_ LogEntry e LogEntryContenti— soinasProcessng| OWI:Thing
xsd:dateTimeStamp [« 1
' splog:dataSubject — a-owl:Thing
| L—>| DataSubject spihasturpose

provenance can be used to
support transparency in e
data value chains

e spl:hasStorage

|

spl:hasRecipient OWI:ThIng

PolicyEntry DataEvent
R Immutable

splo :immutabIeFliecord
plog : : splog:contentHash

E xsd:base64Binary
E_...,f._,‘lmmutableRecord
ConsentRevocation| |ConsentAssertion| | ProcessingEvent||SharingEvent »| xsdibase64Binary
E splog:userHash
I—splog:revoke—T

: —
- 1 splog:hashAlgorithm splog:hashKeyLength
splog:controller splog:recipient '
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Provenance/event information
Syntax and expressivity

Listing 1.3. A new event for Sue’s BeFit device

befit :entry3918 a splog:ProcessingEvent ;

splog:dataSubject befit:Sue;

dct:description "Store location in our database in Europe"Qen;
splog:transactionTime "2018—-01—-10T13:20:50Z" xsd:dateTimeStamp ;
splog:validityTime "2018—-01—-10T13:20:00Z""  xsd:dateTimeStamp ;
splog:eventContent befit:content3918;

splog:inmutableRecord befit:iRec3918.

Listing 1.4. The content of a new event for Sue’s BeF'it device

befit :content3918 a splog:LogEntryContent ;
spl:hasData svd: Location;
spl: hasProcessing befit: SensorGathering;
spl:hasPurpose befit: HealthTracking;
spl:hasStorage [spl:haslocation svl:OurServers]|;
spl: hasRecipient [a svr:Ours].

A Scalable Consent, Transparency and Compliance Architecture
Sabrina Kirrane, Javier D. Fernandez, Wouter Dullaert, Uros Milosevic, Axel Polleres, Piero Bonatti, Rigo Wenning, Olha Drozd and Philip Raschke
Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)



Provenance/event information
Syntax and expressivity

EXAMPLE 1: Log description

eg: logl a splog:Log;

dct:title "Log of Database R2D2"@en;
dct:description "This contains a dump of our Database R2D2 used to track BeFit
dct:issued 12018-02-14"""xsd:dateTimeStamp;

prov:wasAttributedTo eg:TrackingSystemR2D2 ;
splog:processor eg:beFitInc .



Provenance/event information
Syntax and expressivity

EXAMPLE 1: Log description

eg: logl a splog:Log;

dct:title EXAMPLE 2: An event

dct:description

dct:issued eg: logl splog:event eg:logEntryl .

prov:wasAttribute

splog:processor eg: logEntryl a splog:ProcessingEvent;
dct:title "Collection of new device positions in Database R2D2 on Janua
splog:dataSubject eg:userl ;
dct:description "We collected a new position of your BeFit

device in our database in Europe'@en;
splog:transactionTime  '"2018-01-10T13:20:50Z"~"xsd:dateTimeStamp;

splog:validityTime '2018-01-10T13:20:00Z2"~"xsd:dateTimeStamp;
splog:message "Tracking position by GPS... collected!" ;
splog:eventContent eg:contentl ;

splog: inmutableRecord eg:iRecl .



Provenance/event information
Syntax and expressivity

EXAMPLE 1: Log description

eg: logl a splog:Log;

dct:title EXAMPLE 2: An event

dct:description

dct:issued eg: logl splog:event eg:logEntryl .

prov:wasAttribute

splog:processor eg: logEntryl a splog:ProcessingEvent;
dct:title

splog: dataSubject EXAMPLE 3: Event content

dct:description
eg:contentl a splog: logEntryContent;

. . dct:description "This contains the data item collected by a BeFit device on Janua
splog: transactionTime )
. s . spl:hasData svd:Location;
splog:validityTime

splog:message sptf:asgroce551ng egfienio;$athir1n?;

splog:eventContent spl.hassurpose T:' e? t rac 1n$,0 - |

splog: inmutableRecord spt:has torage as: location svl:0urServers];
spl:hasRecipient [a svr:Ours].

eg:SensorGathering rdfs:subClassOf svpr:Collect .
eg:HealthTracking rdfs:subClassOf svpu:Health .



Provenance/event information
SPECIAL resources

The SPECIAL Policy Log Vocabul D . .
Avo?abulary for privacy-awarlfloygs, tra?sparerg:yaan:i‘c?n':!ﬁance- \Q\ ° Deta||Ed IN DZ -3 Tr a nSpCI ren Cy

version 0.3 Framework V1
Unofficia Drat 06 Apri 2018 * Available for download via the SPECIAL

Editor: .
Javier D. Fernandez (Vienna University of Economics and Business) We b S Ite

Authors:
Piero Bonatti (Universita di Napoli Federico Il)

Ay Tl Vocabulary .../langs/splog#

Javier D. Fernandez (Vienna University of Economics and Business)
Sabrina Kirrane (Vienna University of Economics and Business) & BertBos @ Last Updated: 17 April 2018
Uros Milosevic (Tenforce)

Axel Polleres (Vienna University of Economics and Business) ° A n u n Offi Ci a I draft SpECI:fication h a S

This document is li d under a Creative Commons Attribution 3.0 License. (You can download this ontology as an OWL file.)

This is the SPECIAL Policy Log Vocabulary, with identifier b een p u b | | S h e d on | | ne

Abstract http://www.specialprivacy.eu/langs/splog#

This documents specifies splog, a vocabulary to log data processing and sharit
a given consent provided by a data subject. We also model the consent actions ~ For the documentation, see the upcoming Deliverable D2.3.

e Feeds into the standardisation efforts

@prefix : <http://www.specialprivacy.eu/langs/splog#> .

X .
@refix dct: chttp://purLong/dc/terms/> . ducted in the W3C Data P y
Goeeti s <. e . rga0OEr ol - conaucted in the dta Frivac
@prefix rdf: <http://www.w3.org/1999/02/22-rdf- - . M

e e Vocabularies and Controls Communty
@prefix xml: <http://www.w3.org/XML/1998/namespace> .

@prefix xsd: <http://www.w3.org/2001/XMLSchema#> . G r‘o u p

@prefix prov: <http://www.w3.org/ns/provi> .
@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> .

<http://www.specialprivacy.eu/langs/splog> a owl:Ontology ;

rdfs:seeAlso "https://aic.ai.wu.ac.at/qadlod/policylog/" ;
owl:versionInfo "@.3"@en .

Piero A. Bonatti, Bert Bos, Stefan Decker, Javier D. Ferndndez, Sabrina Kirrane, Vassilios Peristeras, Axel Polleres and Rigo Wenning. Data 40
Privacy Vocabularies and Controls: Semantic Web for Transparency and Privacy. Semantic Web for Social Good (SW5G2018) @ ISWC2018



Transparency and compliance checking

Subsumption Algorithm

The development of a compliance checking
algorithm for the SPECIAL policy language
devised in T2.1

A company’s policy can be checked for
compliance with data subjects’ consent and with
part of the GDPR by means of subsumption
gueries

We provide a complete and tractable structural
subsumption algorithm for compliance checking

Detailed in D2.4 & D2.8 Transparency and
Compliance Algorithms

Algorithm 1: STS(K,C C D)

1

= w N

n

8

Input: £ and an elementary C' C D where C' is normalized
Output: trueif C=CLC D, false otherwise

Note: Below, by C' = C’ 11 C"” we mean that either C' = C’ or
C" is a conjunct of C' (possibly not the first one)

begin

if C' = | then return true
ifD=A C=A"NC"and A’ C* A then return true
if D= [l,u](f)and C = [U',4"|(f)NC" and 1l < 1" and
v < w then return true
if D =3R.D', C = (3R.C")NC" and
STS(K, €' C D') then return t rue
if D= D'ND" STS(K,C C D'), and
STS(K,C C D") then return true
else return false
end

Piero A. Bonatti. Fast Compliance Checking in an OWL2 Fragment. Proceedings of the 27t International Joint Conference on Artificial Intelligence (IJCAI 2018)



The SPECIAL transparency and compliance
platform



Transparency and compliance checking platforms

* Data processing and sharing event logs are stored
in the Kafka distributed streamin% platform,
which in turn relies on Zookeeper for
configuration, naming, synchronization, and
providing group services.

...................................................................

* We assume that consent updates are infrequent
and as such usage policies and the respective
vocabularies are represented in a Virtuoso triple
store.

Consent Management
Backend

Transparency & Compliance

Backend

p Personal Data
Inventory

* The compliance checker, which includes an
embedded

- * A HermiT reasoner uses the consent saved in
Virtuoso together with the aﬁplication logs
provided by Kafka to check that data processing

Compliance Checker
(Embedded HermiT)

olicy Log

onsent ant
[ [ [T T T T TTTTTT;

Application n Personal Data Processing Request Log

Q“" g and sharing complies with the relevant usage
: § Application 1 Personal Data Processing Request Log .............. t I I 2 .
Application 2 ¢<+’ g -......-..... Compliance Log Con ro po ICIeS-
s LR : * As Io_%s can be serialized using JSON-LD, it is
| — possible to benefit from the faceting browsing

S Anteleisislsiutsiutsisisistsitstsistsisisisiststsistsisislsisisisisisisissisisisisisisisiuinisl ettt ' capabilities of Elasticsearch and the out of the
box visualization capabilities provided by Kibana.

A Scalable Consent, Transparency and Compliance Architecture
Sabrina Kirrane, Javier D. Fernandez, Wouter Dullaert, Uros Milosevic, Axel Polleres, Piero Bonatti, Rigo Wenning, Olha Drozd and Philip Raschke 43
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Transparency and compliance checking platforms

Non-Big Data | Big Data

0oooo
0oooo
gooon . Business Logic
ooooo| <o .
=y Q) def main(..) {
Company i> Dash query = constructQuery ()
o

urn getUserTransactions (userId, query)

£ board " submit (App.main,

g userId, query)

/; presen tResults ()
Data

Purpose < >
Da_ta Processing OWL +
Subject Storage Rules
Sharing T
I :
Line of Business 3 Policies
Applications

CRM

def getUserTransactions
wholeLog: RDD = NTripleReader.load(...)
= new QueryEngine (wholeLog+t+axioms)

(userId, query) {

ERINEL
sepI|od

reasoner.getInf (query): Collection[Triple]

Machine Learning

‘ Knowledge Distribution & Representation ‘

Distributed In-Memory Processing

S|
Logs @
Distrib. FS

Converter

Distributed Filesystem

-==>  Async./Pull
=% Data Stream

Patrick Westphal, Javier Ferndndez, Sabrina Kirrane and Jens Lehmann. SPIRIT: A Semantic Transparency and Compliance Stack.

Node H Node H Node H Node ‘

SANSA is an open source semantic data
processing stack that supports distributed
computations on large-scale RDF data

SANSA is built on top of the two prevalent
distributed in-memory big data processing

frameworks Apache Spark and Apache
Flink

Demonstrating how SANSA can be used for
personal data processing compliance
checking
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Provenance/event information

Transparency & Compliance Dashboard
(external facing)

Business Intelligence / Data Science Application

(internal)
Access Control

BI/DS Compliance Ex-Ante

Spaik’ BI/DS Logic

Spor{(\Z

90 Anonymisation & Aggregation

Compliance Aware Aggregation

i i L Access Control
Line Of Business Application
(externally facing)
| PD Consent | PD Control |
Access Control
PD Compll?ance
| PDConsent | PD Control | Transparency e Post
LOB Compliance Ex-Ante
LOB Logic
Spor‘lf(\Z
f?
(Je) | Usage Control
90 Semantification
RDF Policy RDF Event RDF Data
Converter Converter Converter
RDB2RDF / R2RML

Policies &
Ontologies

.
a
o«

p Events &
K‘A Ontologies

and Anonymisation Ex-Ante

Aggregation Anonymisation

S BI/DS
Data

[OBData |l
& Policies 7

In D2.3 we frame the SPECIAL
policy, transparency and
compliance components within
the wider scope of a general
Enterprise setting

SPECIAL can be used in
conjunction with existing Line of
Business (LOB) and in Business
Intelligence (Bl) / Data Science
(DS) settings

Key role of the Personal Data
processing Inventory
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Data Privacy, Vocabularies and Controls

Community Group (DPVCG)

*¢Launched on the 25t of May 2018

**Presentation at MyData on the 315t of
August-2018

**F2F in Vienna on the 3 and 4th of
December

**The current goal is to agree on first public
drafts of minimal sets of vocabularies
with first stable working drafts being
reached latest on 25 May 2019.

_— s

COMMUNII! CES

W3C *‘o

Home / Data Privacy Vocabularies...

DATA PRIVACY VOCABULARIES AND CONTROLS
COMMUNITY GROUP

The mission of the W3C Data Privacy Vocabularies and Controls CG (DPVCG) is to
develop a taxonomy of privacy terms, which include in particular terms from the new
European General Data Protection Regulation (GDPR), such as a taxonomy of person:
data as well as a classification of purposes (i.e., purposes for data collection), and
events of disclosures, consent, and processing such personal data.

The Community Group shall officially start on 25th of May 2018, the official data of th
GDPR coming into force, as a result of the W3C Workshop on Data Privacy Controls
and Vocabularies in Vienna earlier this year.

https://www.w3.org/community/dpvcg/

CURRENT GROUPS : REPORTS

Tools for this group ¢

B2 Mailing List
W wiki
@& RRC

Bert Bos
7
ﬂ Axel Polleres

Participants (52)
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Data Privacy, Vocabularies and Controls
Community Group (DPVCG)

. e o DX OMMUNIT =" e
s+ Consent Receipt Specification (Kantara) wie Y Ye
()

**GDPRText (Trinity College Dublin)
+*DECODE project

CURRENT GROUPS : REPORTS

Home / Data Privacy Vocabularies...

< CitySPIN project DATA PRIVACY VOCABULARIES AND CONTROLS Tools for his group :
o . . COMMUNITY GROUP W Mailing List
"‘ EX p ed Ite p rOJ e Ct The mission of the W3C Data Privacy Vocabularies and Controls CG (DPVCG) is to W wid

@ R

develop a taxonomy of privacy terms, which include in particular terms from the new
European General Data Protection Regulation (GDPR), such as a taxonomy of person:

‘ .
’0‘ P rEt'a - LLO D . e u p rOJ eCt data as well as a classification of purposes (i.e., purposes for data collection), and Cha,'ré
events of disclosures, consent, and processing such personal data. . Bert Bos /

The Community Group shall officially start on 25th of May 2018, the official data of th
GDPR coming into force, as a result of the W3C Workshop on Data Privacy Controls

and Vocabularies in Vienna earlier this year.

E Axel Polleres
https://www.w3.org/community/dpvcg/

Participants (52)

SR320OEN
ME e

N.B. More Industry involvement needed
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Achievements: Exploitable Results

* Resources
¢ The SPECIAL Usage Policy Language

+* The SPECIAL Vocabularies

¢ The SPECIAL Policy Log Vocabulary

* SPECIAL Ex-Post Compliance Checking

+» Demonstrates how usage policies together
with event logs can be used to perform ex-
post compliance checking

* SPECIAL Consent and Transparency
Interfaces

+* Various consent user interfaces and the
transparency dashboard

¢ Guidelines for legally compliant consent
retrieval

Vocabulary .../langs/splog#

& BertBos O Last Updated: 17 April 2018

(You can download this ontology as an OWL file.)

. This is the SPECIAL Policy Log Vocabulary, with identifier
The SPECIAL Policy Log Vocabul:
A vocabulary for privacy-aware logs, transparency and cc
version 0.3

http://www.specialprivacy.eu/langs/splog#

For the documentation, see the upcoming Deliverable D2.3.
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