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A knowledge graph is a graph of 

data intended to accumulate and 
convey knowledge of the real 

world, whose nodes represent

entities of interest and whose 
edges represent relations 

between these entities.

https:// kgbook.org /

Knowledge Graphs

A Hogan, E. Blomqvist, M. Cochez, C. d'Amato, G. de Melo, C. Gutierrez, J. E. Labra Gayo, S. Kirrane, S. Neumaier, A. Pollere s, R. Navigli, 

A. Ngonga Ngomo, S. M. Rashid, A. Rula, L. Schmelzeisen, J. Sequeda, S. Staab, A. Zimmermann. Knowledge Grpahs. 
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Á A directed edge - labelled graph is defined as 
a set of nodes and a set of directed labelled 
edges between those nodes

Á In the case of knowledge graphs, nodes are 
used to represent entities and edges are 
used to represent (binary) relations 
between those entities.

Á Modelling data as a graph in this way offers 
more flexibility for integrating new sources 
of data, compared to the standard 
relational model, where a schema must be 
defined upfront and followed at each step.

Directed Labelled Graphs

A Hogan, E. Blomqvist, M. Cochez, C. d'Amato, G. de Melo, C. Gutierrez, J. E. Labra Gayo, S. Kirrane, S. Neumaier, A. Pollere s, R. Navigli, 

A. Ngonga Ngomo, S. M. Rashid, A. Rula, L. Schmelzeisen, J. Sequeda, S. Staab, A. Zimmermann. Knowledge Grpahs. 
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Graph Datasets

Á It is often desirable to manage several 
graphs rather than one monolithic graph

Á A graph dataset consists of a set of named 
graphs and a default graph. Each named 
graph is a graph ID and graph pair

Á The default graph is a graph without an ID 
and is referenced ñby defaultò if a graph ID 
is not specified.

A Hogan, E. Blomqvist, M. Cochez, C. d'Amato, G. de Melo, C. Gutierrez, J. E. Labra Gayo, S. Kirrane, S. Neumaier, A. Pollere s, R. Navigli, 

A. Ngonga Ngomo, S. M. Rashid, A. Rula, L. Schmelzeisen, J. Sequeda, S. Staab, A. Zimmermann. Knowledge Grpahs. 
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Graph Querying

Á At the core of every structured query language for graphs are (basic) graph 
patterns, which follow the same model as the data graph being queried, additionally 
allowing variables as terms

Á A graph pattern is then evaluated against the data graph by generating mappings 
from the variables of the graph pattern to constants in the data graph

Á Homomorphism -based semantics allows multiple variables to be mapped to the 
same term such that all mappings shown would be considered results

A Hogan, E. Blomqvist, M. Cochez, C. d'Amato, G. de Melo, C. Gutierrez, J. E. Labra Gayo, S. Kirrane, S. Neumaier, A. Pollere s, R. Navigli, 

A. Ngonga Ngomo, S. M. Rashid, A. Rula, L. Schmelzeisen, J. Sequeda, S. Staab, A. Zimmermann. Knowledge Grpahs. 
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Graph Querying

A Hogan, E. Blomqvist, M. Cochez, C. d'Amato, G. de Melo, C. Gutierrez, J. E. Labra Gayo, S. Kirrane, S. Neumaier, A. Pollere s, R. Navigli, 

A. Ngonga Ngomo, S. M. Rashid, A. Rula, L. Schmelzeisen, J. Sequeda, S. Staab, A. Zimmermann. Knowledge Grpahs. 
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Schema Definition & Reasoning

A Hogan, E. Blomqvist, M. Cochez, C. d'Amato, G. de Melo, C. Gutierrez, J. E. Labra Gayo, S. Kirrane, S. Neumaier, A. Pollere s, R. Navigli, 

A. Ngonga Ngomo, S. M. Rashid, A. Rula, L. Schmelzeisen, J. Sequeda, S. Staab, A. Zimmermann. Knowledge Grpahs. 
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Data model for 

encoding triples

Query language Data modelling 

vocabularies

Web Standards

Textual syntax for RDF
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Disclaimer: This is not 
a complete list!



Vocabularies
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https://lov.linkeddata.es/dataset/lov/

https://lov.linkeddata.es/dataset/lov/
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The Semantic Web

http://sabrinakirrane.com/

http://sabrinakirrane.com/


The Semantic Web

A decade of Semantic Web research through the lenses of a mixed methods approach , Sabrina Kirrane, Marta Sabou, 
Javier D. Fernández, Francesco Osborne, Cécile Robin, Paul Buitelaar, Enrico Motta, and Axel Polleres, The Semantic Web Journal , 20 20

knowledge  representation 

languages  and standards
logic and reasoning

search, retrieval,  ranking, 

question  answering
matching and data  integration

query languages and  
mechanisms

linked data 

knowledge extraction,  discovery 

and  acquisition

semantic web services 

social semantic web

streaming & sensor data

visualization, 

user

interfaces and

annotation

Knowledge structures  and 

modeling

11

distribution,  decentralization,  
federation

semantic web databases 

privacy, trust, security,  
provenance

change management and  propagation

scalability, efficiency,  robust ness

multilingual intelligent  agents

data quality

intelligent software agents



Á Develop a reference architecture that could serve to bridge the gap between theory and practice

Á Better understand the specific requirements relating to the cross cutting behavioural functions (i.e., benevolence, 
rationality, and mobility), code of conduct functions(i.e., identification, security, privacy, trust, and ethics), and 
basic functions (i.e., autonomy, and social ability)

Á Develop/extend existing benchmarksfor assessing the performance and scalability
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The Original Semantic Web Vision

200 0 2002 200 4 2006 2008 2010 2012 2014 2016   201 8 2020 2022

Sabrina Kirrane. Intelligent Software Web Agents: A Gap Analysis . 2021. .Journal of Web Semantics. 
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The Semantic Web

https:// videolectures.net /videos/
iswc2024_lassila_web_and_ai
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Ibáñez, L., Domingue, J., Kirrane, S., Seneviratne, O., Third, A., Vidal, M., 2023. Trust, Accountability, and Autonomy in Kn owl edge 

Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK) 

Knowledge Graph -based AI 
for Self -determination
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Knowledge Graphs (KGs)
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Artificial Intelligence (AI)

It can complete writing tasks and some coding challenges, but in both 
cases human expertise is still required since its output is not always 
precise. Its expertise is general, and it lacks deep knowledge in your 
ŘƻƳŀƛƴΦέ

https://www.zdnet.com/article/chatgpt -vs -bing -chat -vs -
google -bard -which - is- the -best -ai -chatbot/

https://technative.io/exploring -a-knowledge -graph -based -solution - to -
chatgpts - inherent - limitations/

ά!ǊǘƛŦƛŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ό!Lύ Ƙŀǎ ǘǊŀƴǎŦƻǊƳŜŘ Ƙƻǿ ǿŜ ǿƻǊƪ 
and play in recent months, giving almost anyone the ability 
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Self -determination

17

A key characteristic of AI systems is their capability to infer. 

The techniques that enable inference while building an AI system include machine learning approaches that learn from 
data how to achieve certain objectives, and logic- and knowledge-based approachesthat infer from encoded knowledge 
or symbolic representation of the task to be solved.

How can we ensure that individuals are aware 
of who knows what about them 

and can influence data processing that concerns 
them (i.e.self-determination)?

17



Motivating Scenario 
European Health Data Spaces

18
Ibáñez, L., Domingue, J., Kirrane, S. , Seneviratne, O., Third, A., Vidal, M., 2023. Trust, Accountability, and Autonomy in Knowledge 

Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK)
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KG -based AI for Self -Determination
The Three Pillars

KG-based AI for Self-determination Conceptualisation
Å The three pillar research topics ςtrust, 

accountability, and autonomy ςrepresent 
the desired goals for how AI can benefit 
society and facilitate self-determination

Å Thepillars combine fundamental principles 
of the proposed EU AI Act and self-
determination theory. 

19
Ibáñez, L., Domingue, J., Kirrane, S., Seneviratne, O., Third, A., Vidal, M., 2023. Trust, Accountability, and Autonomy in Kn owl edge 

Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK)
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KG -based AI for Self -Determination
The Three Pillars

20
Ibáñez, L., Domingue, J., Kirrane, S., Seneviratne, O., Third, A., Vidal, M., 2023. Trust, Accountability, and Autonomy in Kn owl edge 

Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK)

Á Machine-readable policies must 
faithfully represent human 
policies and norms

Á Policy Enforcementand 
compliancechecking: 

× (semi-)automated 
techniques

× auditing and tracing 

× trusted execution 
environments

× certification mechanisms

Trust

20



KG -based AI for Self -Determination
The Three Pillars
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Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK)

Á Machine-readable policies must 
faithfully represent human 
policies and norms

Á Policy Enforcementand 
compliancechecking: 

× (semi-)automated 
techniques

× auditing and tracing 

× trusted execution 
environments

× certification mechanisms

Á Integrating, querying, and 
aggregating knowledge from 
disparate sources

Á Detecting if any party violated
policies and norms

Á Facilitating learning 
transparency 

Á Providing explanationsfor 
recommendations and decisions 

Trust Accountability
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KG -based AI for Self -Determination
The Three Pillars

22
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Á Machine-readable policies must 
faithfully represent human 
policies and norms

Á Policy Enforcementand 
compliancechecking: 

× (semi-)automated 
techniques

× auditing and tracing 

× trusted execution 
environments

× certification mechanisms

Á Integrating, querying, and 
aggregating knowledge from 
disparate sources

Á Detecting if any party violated
policies and norms

Á Facilitating learning 
transparency 

Á Providing explanationsfor 
recommendations and decisions 

Á Controllingwho has access to 
our personal data

Á Negotiatingterms of use

Á Fostering collaboration via 
aggregation and strong privacy
guarantees (e.g., 
anonymisation)

Á Continuous monitoring via 
auditing, tracing, and 
certification

Á Self-sovereign identities

Trust Accountability Autonomy
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KG -based AI for Self -Determination
The Four Foundations

KG-based AI for Self-determination Conceptualisation
Á The pillars are supported via four 

foundational research topics that represent 
the tools and techniques needed to support 
the three research pillars:
×machine-readable norms and policies
× decentralised infrastructure
× decentralised KG management
× explainable and neuro-symbolic AI

23
Ibáñez, L., Domingue, J., Kirrane, S., Seneviratne, O., Third, A., Vidal, M., 2023. Trust, Accountability, and Autonomy in Kn owl edge 

Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK)
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KG-based AI for Self-determination Conceptualisation

KG -based AI for Self -Determination
The Four Foundations

Ibáñez, L., Domingue, J., Kirrane, S., Seneviratne, O., Third, A., Vidal, M., 2023. Trust, Accountability, and Autonomy in Kn owl edge 

Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK)
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Disclaimer: Todayôs 
talk is a self reflection 
framed according to 

the foundational 
topics identified in 
our vision paper!



Consent, Transparency & Compliance Checking

1 Machine -readable norms and policies
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1 Machine -readable norms and policies

Consent, Transparency & Compliance Checking

Bonatti, P.A., Kirrane, S., Petrova, I.M. and Sauro, L., 2020. Machine understandable policies and GDPR compliance checking. KI-Künstliche Intelligenz.

Fernández, J.D., Sabou, M., Kirrane, S., Kiesling, E., Ekaputra, F.J., Azzam, A. and Wenning, R., 2020. User consent modeling for ensuring transparency 

and compliance in smart cities. Personal and Ubiquitous Computing.
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1 Machine -readable norms and policies
Consent as a Legal Basis for Data Processing

Personal Data
Bob

Data Subject

Data Controller

Medical KG Medical 
Organisations

Bob makes his data available only for medicalpurposes

The Data Controller processes data in accordance with the data 
subjects consent

Usage Policies

Consent UI
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Bonatti, P.A., Kirrane, S., Petrova, I.M. and Sauro, L., 2020. Machine understandable policies and GDPR compliance checking. KI-Künstliche Intelligenz.

Fernández, J.D., Sabou, M., Kirrane, S., Kiesling, E., Ekaputra, F.J., Azzam, A. and Wenning, R., 2020. User consent modeling for ensuring transparency 

and compliance in smart cities. Personal and Ubiquitous Computing.

1 Machine -readable norms and policies
OWL based Usage Policy Language

Á The SPECIAL usage policy language can be used 
to express:

× data subjectconsent

× data controllersusage requests

× fragments of the GDPR

× processing requirements as business 
policies

Á We extensivelyre-uses standards based 
privacy-related vocabularies  

Á Policies are expressed using the Web Ontology 
Language (OWL), thuswe are able toleverage 
existing OWL reasonersout of the box

{t9/L![Ωǎ ¦ǎŀƎŜ tƻƭƛŎȅ [ŀƴƎǳŀƎŜ DǊŀƳƳŀǊ
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1 Machine -readable norms and policies
Log Vocabulary

Bonatti, P.A., Kirrane, S., Petrova, I.M. and Sauro, L., 2020. Machine understandable policies and GDPR compliance checking. KI-Künstliche Intelligenz.

Fernández, J.D., Sabou, M., Kirrane, S., Kiesling, E., Ekaputra, F.J., Azzam, A. and Wenning, R., 2020. User consent modeling for ensuring transparency 

and compliance in smart cities. Personal and Ubiquitous Computing.

Á The SPECIAL log vocabulary 
reuses well-known vocabularies 
such as PROVfor representing 
provenance metadata

Á Log entries are used to represent:

× Data processing events

× Policy events

Á Optional components are 
provided for:

× Immutability

× Business process 
management (BPM)

29
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1 Machine -readable norms and policies
Compliance Checking Architecture

Kirrane , S., Fernández, J.D., Dullaert , W., Milosevic, U., Polleres , A., Bonatti, P.A., Wenning , R., Drozd , O. and Raschke , P., 2018. A scalable consent, 

transparency and compliance architecture. In The Semantic Web: ESWC 2018 Satellite Events. 

Å Data processing and sharing event logs are stored in 
the Kafkadistributed streaming platform

ÅWe assume that consent updates are infrequent 
and as such usage policies and the respective 
vocabularies are represented in a virtuoso triple 
store

Å The compliance checker, which includes an 
embedded HermiTreasoner uses the consent saved 
in Virtuoso together with the application logs 
provided by Kafka to check that data processing and 
sharing complies with the relevant usage control 
policies

Å As logs can be serialized using JSON-LD, it is 
possible to benefit from the faceting browsing 
capabilities of Elasticsearchand the out of the box 
visualization capabilities provided by Kibana
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1 Machine -readable norms and policies
Assessing Effectiveness

Bonatti, P.A., Kirrane, S., Petrova, I.M. and Sauro, L., 2020. Machine understandable policies and GDPR compliance checking. KI-Künstliche Intelligenz.

Fernández, J.D., Sabou, M., Kirrane, S., Kiesling, E., Ekaputra, F.J., Azzam, A. and Wenning, R., 2020. User consent modeling for ensuring transparency 

and compliance in smart cities. Personal and Ubiquitous Computing.
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Telco and Financial Services Pilots

Cyber-Physical Social Systems Project



Usage Control in Decentalised Settings

1 Machine -readable norms and policies
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1 Machine -readable norms and policies
Usage Control in Decentalised Settings

Ines Akaichi and Sabrina Kirrane. A Comprehensive Review of Usage Control Frameworks. 2025. Computer Science Review Journal.

Ines Akaichi, Giorgos Flouris, Irini Fundulaki and Sabrina Kirrane. Implementing Usage Control Policies Using Reification with RDF-Star and SPARQL-Star. 

2024. Proceedings of the Posters and Demos Track of the 23rd International Semantic Web Conference (ISWC),
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1 Machine -readable norms and policies
Usage Control in Decentalised Settings

Data Consumer

Knowledge 
Graph

Bob
Usage Policies

Knowledge 
Graph

Alice
Usage Policies

Data Producer

The DataConsumerprocesses data in accordance with the Data 
Producers policies

Bob makes his data available only for medicalpurposes
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1 Machine -readable norms and policies
SPARQL* based Usage Policy Language

Ines Akaichi, Giorgos Flouris, Irini Fundulaki and Sabrina Kirrane. Implementing Usage Control Policies Using Reification with RDF-Star and SPARQL-Star. 

2024. Proceedings of the Posters and Demos Track of the 23rd International Semantic Web Conference (ISWC),
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1 Machine -readable norms and policies
Usage Control Requirements

Ines Akaichi and Sabrina Kirrane. A Comprehensive Review of Usage Control Frameworks. 2025. Computer Science Review Journal.

Á Trust

× Concept of trust in the context of 
distributed usage control remains 
relatively unexplored

× Heterogeneous entities and systems

Á Control

× Different copies and derivations

× Distribute and synchronize policies 
across decentralized systems

Á Governance

× No centralized authority and oversight

× Need to handle diverse regulatory 
requirements
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2 Decentralised infrastructure

KG-based AI for Self-determination Conceptualisation

Ibáñez, L., Domingue, J., Kirrane, S., Seneviratne, O., Third, A., Vidal, M., 2023. Trust, Accountability, and Autonomy in Kn owl edge 

Graph -based AI for Self -determination. Transactions on Graph Data and Knowledge (TGDK)
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Data model for 

encoding triples

Query language
Data modelling 

vocabularies

Textual syntax for RDF
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2 Decentralised infrastructure
Semantic Web Technologies

Disclaimer: This is not 
a complete list!
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2 Decentralised infrastructure
Solid: your data, your choice

Slides from https://github.com/RubenVerborgh/Solid -DeSemWeb -2018
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