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A Adirected edge -labelled graph is defined as

(esnzn) @ Fond Tk a set of nodes and a set of directed labelled
edges between those nodes

name type type name

\ 4

Y ype__‘_wpe A Inthe case of knowledge graphs, nodes are
~ used to represent entities and edges are
venue Ype venue venue . .
} ~. M o used to represent (binary) relations
[Drinks Festival) (Sotorlnayor) [Piscina (l)limpicaj betWeen those entltleS.

city city city Fe

} b | A Modelling data as a graph in this way offers
Zﬁgh:*b““ more flexibility for integrating new sources
\ﬂight/ of data, compared to the standard
relational model, where a schema must be
defined upfront and followed at each step.
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A Itis often desirable to manage several
t t
end m

graphs rather than one monolithic graph

name type type name

hstadt,,pe_,_wp A Agraph dataset consists of a set of named
\

graphs and a default graph. Each named

venue type venue  venue

{ T~y 4 N graph is a graph ID and graph pair
[Drinks Festivalj [Sotomayor] [Piscina 0|impica} B ) )
oy il iy A The default graph is a graph without an ID

and is referenced Aby d
IS not specified.
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A Atthe core of every structured query language for graphs are (basic) graph
patterns, which follow the same model as the data graph being queried, additionally
allowing variables as terms

A A graph pattern is then evaluated against the data graph by generating mappings
from the variables of the graph pattern to constants in the data graph

A Homomorphism -based semantics allows multiple variables to be mapped to the
same term such that all mappings shown would be considered results

1 2vnl 7ev ?vni ?vn2
P A . g
venue EID16 Piscina Olimpica Sotomayor
[Fﬂod Festival}1—type—|f'.;e:'f EID16 Sotomayor Piscina Olimpica
N Mvenue EID16 Piscina Olimpica Piscina Olimpica
I EID16 Sotomayor Sotomayor
1 2vn2 ! EID15 Santa Lucia Santa Lucia
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Graph Querying i
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venue type venue  venue

¢ ~. 4 N\
[Erinks Festival] [Sotomayor] [Piscina Olimpicaj
|

city city city

* bus *
T e LY T )
"-—.._______ ______,_——‘P

flight

Fig. 1. Directed edge-labelled graph describing events and their venues.
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Feature Definition Condition Example

SUBCLASS (¢)-subc. of (d)  (x)-type»(¢) implies (X}-type»(d) (City}—subc. of
SuspROPERTY  (P}-subp. of =(q) (x)}-p+(y) implies (X9 +(y) (venue)— subp. of —{location)
DOMAIN (Prdomain—-(c)  (X)}p+(y) implies X-type»(¢) domain —(Event)
RaNGE @P—range—»(©) @-p>(@ implies @-type+© (venue)—range—(Venue)

W range '~ Place
\damaln domam

subc. of subc. of subp. of subp of subc. of subc of
AN
[Permdlc Market venue m—rang_e Clt',r Venue
range
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‘A new form of Web content that is meaningful to
computers will unleash a revolution of new
possibilities
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A New Look at
the Semantic Web
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By Tim Bemers-Lee, James Hendler and Ora
Lassila
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The Semantic Web in Action
Corperate applications are well under way, and consumer uses are emerging

By Lee Feigenbaum, Ivan Herman, Tonya Hongsermeier, Eric Neumann and Susie Stephens
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A decade of Semantic Web research through the lenses of a mixed methods approach

Javier D. Fernandez, Francesco Osborne, Cécile Robin, Paul Buitelaar, Enrico Motta, and Axel Polleres, The
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scalability, efficiency, robust ness
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Develop aeference architecturehat could serve to bridge the gap between theory and practice

A Better understand the specific requirements relating to the cross cutt@iigrvioural functiong(i.e., benevolence,

rationality, and mobility)code of conduct functiongi.e., identification, security, privacy, trust, and ethics), and
basic functiongi.e., autonomy, and social ability)

A Develop/extend existingenchmarkdor assessing the performance and scalability 12
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The Semantic Web
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Semantic Web and Al:
Can we realize the vision?

Dr. Ora Lassila

Principal Technologist, Amazon Neptune
Co-chair, W3C RDF-star WG

Keynote Address
International Semantic Web Conference, November 2024

Summary

The Semantic Web is about Al: KR + agents
People thought it was about something else

The vision has now matured into modern
knowledge graphs (also: )

We still do not have agents, but can build
them, and LLMs will help

People (still) trying to reinvent RDF (poorly)

https:// _videolectures.net /videos/
iswc2024 lassila_web_and_ai
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—— Abstract

Knowledge Graphs (KGs) have emerged as funda-
mental platforms for powering intelligent decision-
making and a wide range of Artificial Intelligence
(AI) services across major corporations such as
Google, Walmart, and AirBnb. KGs complement.
Machine Learning (ML) algorithms by providing
data context and semantics, thereby enabling fur-
ther inference and question-answering capabilities.
The integration of KGs with neuronal learning (e.g.,
Large Language Models (LLMs)) is currently a topic
of active research, commonly named neuro-symbolic
Al Despite the numerous benefits that can be ac-
complished with KG-based Al, its growing ubiquity
within online services may result in the loss of self-
determination for citizens as a fundamental societal
issue. The more we rely on these technologies, which
are often centralised, the less citizens will be able

-determination. Transactions on Graph Data and Knowledge (TGDK)

to determine their own destinies. To counter this
threat, Al regulation, such as the European Union
(EU) AI Act, is being proposed in certain regions.
The regulation sets what technologists need to do,
leading to questions concerning How the output
of Al systems can be trusted? What is needed to
ensure that the data fuelling and the inner work-
ings of these artefacts are transparent? How can
Al be made accountable for its decision-making?
This paper conceptualises the foundational topics
and research pillars to support KG-based Al for
self-determination. Drawing upon this conceptual
framework, challenges and opportunities for citizen
self-determination are illustrated and analysed in
a real-world scenario. As a result, we propose a
research agenda aimed at accomplishing the recom-
mended objectives.

owl edge
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Schema.org Docs Schemas Validate  About — Q
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Welcome to Wikidata

Welcome to Schema.org open

Schema.org is a collaborative, community activity with a mission to create, maintain, and promote schemas for structured data on the Internet, on web
pages, in email messages, and beyond.

Schema.org vocabulary can be used with many different i i ing RDFa, Microdata and JSON-LD. These vocabularies cover entities, the free knowledge base with 118,198,537 data items that anyone can edit.
relationships between entities and actions, and can easily be through a well- ion model. Over 10 million sites use Schema.org
to markup their web pages and email Many ications from Google, Mi Pinterest, Yandex and others already use these vocabularies Introduction « Project Chat » Community Portal « Help

to power rich, extensible experiences.

Want to help translate? Translate the missing messages.

§ i L

Founded by Google, Microsoft, Yahoo and Yandex, Schema.org vocabularies are developed by an open community process, using the public-
schemaorg@wa3.org mailing list and through GitHub.

A shared vocabulary makes it easier for webmasters and developers to decide on a schema and get the maximum benefit for their efforts. It is in this spirit
that the founders, together with the larger community have come together - to provide a shared collection of schemas.

We invite you to get started!

View our blog at blog.schema.org or see release history for version 22.0.

RESOURCES v MEMBERS v COMMUNITY

" Global and Unified .
-Access to Knowledge Graphs - -
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ChatGPT vs. Bing Chat vs. Google Bard: e A Sl s
Which is the best Al chatbot?

3 Introducing ChatGPT

" Solution to ChatGPT’s Inherent
Limitations

_
https://technative..io/exploting -a-knowledge -graph -based -solution -to-
chatgpts -inherent -limitations/

Mo It can complete writing tasks and some coding challenges, but in bot

cases human expertise is still required since its output is not always
precise. Its expertise is general, and it lacks deep knowledge in youl
. 3 . L R2YI Ay ®é . .

! NOAFAOALE AyuStftA3ISYOS o6!'LUO KFAa UNIXYATFT2NNXYSR K2g @S 62N
and play in recent months, giving almost anyone the ability
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How can we ensure that individuakre aware

-
‘iéi. Seh'- -determination of who knows what about them

-y

and can influence data processing that concerns
them (.e.selfdetermination)?

Document 32016R0679

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with

regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation) (Text with EEA relevance)

Document 32024R1689

Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on
artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU)
2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (Text
with EEA relevance)

PE/24/2024/REV/1

A key characteristic of Al systems is their capability to infer.

The techniques that enable inference while building an Al system inctadéine learnin@pproaches that learn from

data how to achieve certain objectives, dndic and knowledgebased approachethat infer from encoded knowledge
or symbolic representation of the task to be solved. v
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accountability, and autonomg represent E@’ '- ‘%@ éj_g

the desired goals for how Al can benefit - =

society and facilitate sefdetermination / ] \

Trust Accountability Autonomy

A Thepillars combingundamental principles (=) (=0 (=0)

of the proposed EU Al Act and self Pillas Il M 1|
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A Machinereadable policies must| | A Integrating, querying, and
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A Policy Enforcemenand A Detecting if any partyiolated
compliancechecking: policies and norms
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A Machinereadable policies must
faithfully representhuman
policies and norms

A Policy Enforcemenand
compliancechecking:

x  (semt)automated
techniques
% auditing and tracing

% trusted execution
environments

x  certification mechanisms

A Integrating, querying, and
aggregating knowledge from
disparate sources

A Detecting if any partyiolated
policies and norms

A Facilitating learning
transparency

A Providingexplanationsfor
recommendations and decision

V)

A Controllingwho has access to
our personal data

A Negotiatingterms of use

-

A Fostering collaboration via
aggregation and strong privacy
guarantees (e.g.,
anonymisation)

A Continuous monitoringvia
auditing, tracing, and
certification

A Seltsovereign identities
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A The pillars are supported via four o
foundational research topics that represent E@’ ’ ‘%ﬂ éj_g
the tools and techniques needed to support

the three research pillars N _— ] \

x machinereadable norms and policies Accountabiity Autonomy
x decentralised infrastructure (=) (=0) (=0)
x decentralised KG management Pilars Il M 1|
X

explainable and neursymbolic Al éﬁj I'EEJ é.ﬂj
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Topics —
Machine Readable Decentral
Norms/Policies |
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Management Neuro»SymboIil: Al
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Neuro-Symbolic Al

Disclaimer: Today?0
talk is a self reflection
framed according to
the foundational
topics identified in
our vision paper!
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KI - Kiinstliche Intelligenz (2020) 34:303-315
https://doi.org/10.1007/513218-020-00677-4 Personal and Ubiquitous Computing (2020) 24:465-486
https://doi.org/10.1007/500779-019-01330-0

TECHNICAL CONTRIBUTION t')
ORIGINAL ARTICLE [
= @
Machine Understandable Policies and GDPR Compliance Checking . . . Check for
User consent modeling for ensuring transparency and compliance | urdates
Piero A. Bonatti' @ - Sabrina Kirrane? - lliana M. Petrova' - Luigi Sauro’ in smart cities

Received: 4 November 2019 / Accepted: 18 June 2020 / Published online: 8 July 2020
® Gesellschaft fiir Informatik e.V. and Springer-Verlag GmbH Germany, part of Springer Nature 2020

Javier D. Fernandez' (' - Marta Sabou? . Sabrina Kirrane' - Elmar Kiesling? - Fajar J. Ekaputra® - Amr Azzam' -

Rigo Wenning®*

Abstract
The European General Data Protection Regulation (GDPR) calls for technical and ¢ izational to support its Recei\{ed:4 December 2018 / Accepted: 19.September2019,fPuhlished online: 14 January 2020
implementation. Towards this end, the SPECIAL H2020 project aims to provide a set of tools that can be used by data con- © Springer-Verlag London Ltd.. part of Springer Nature 2020
trollers and p s to autc ically check if p | datap ing and sharing c lies with the obligations set forth
in the GDPR. The primary contributions of the project include: (i) a policy language that can be used to express consent, Abstract

i policies, and reg; y obligations; and (ii) two different approaches to d compli checking that can Smart city infrastructures such as transportation and energy networks are evolving into so-called cyber physical social
be used to d that data prc ing performed by data controllers/processors complies with consent provided by systems (CPSSs), which collect and leverage citizens’ data in order to adapt services to citizens’ needs. The privacy
data subjects, and business processes comply with regulatory obligations set forth in the GDPR. implications of such systems are, however, significant and need to be addressed. Current systems either try to escape the

privacy challenge via anonymization or use very rigid, hard-coded workflows that have been agreed with a data protection

Keywords GDPR - Policies - Compliance checking authority. In the case of the latter, there is a severe impact on data quality and richness, whereas in the former, only these

hard-coded flows are permitted resulting in diminished functionality and potential. We address these limitations via user
modeling in terms of investigating how to model and semantically represent user consent, preferences, and data usage
policies that will guide the processing of said data in the data lake. Data protection is a horizontal field and consequently
very wide. Therefore, we focus on a concrete setting where we extend the domain-agnostic SPECIAL policy language for
a smart mobility use case supplied by Vienna’s largest utility provider. To that end, (1) we create an extension of SPECIAL
in terms of a core CPSS vocabulary that lowers the semantic gap between the domain agnostic terms of SPECIAL and the
vocabulary of the use case; (2) we propose a workflow that supports defining domain-specific vocabularies for complex
CPSSs; and (3) show that these two contributions allow successfully achieving the goals of our setting.

Keywords Cyber physical (social) systems - Smart mobility - User consent modeling - Privacy - GDPR - Linked data

Bonatti, P.A., Kirrane, S., Petrova, I.M. and Sauro, L., 2020. Machine understandable policies and GDPR compliance checking. KI-Kunstliche Intelligenz.

Fernandez, J.D., Sabou, M., Kirrane, S., Kiesling, E., Ekaputra, F.J., Azzam, A. and Wenning, R., 2020. User consent modeling for ensuring tra rency
and compliance in smart cities. Personal and Ubiquitous Computing.
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+—] OWL based Usage Policy Language

{to/LI[Qa ! &al3sS tz2fAadé [ y3dz 38 DNIF YYLI N
A The SPECIAL usage policy language can be use

UsagePolicy :="ObjectUnionOf" '(" BasicUsagePolicy BasicUsagePolicy { BasicUsagePolicy } )’

| BasicUsagePolicy 0 XpI‘ESS
BasicUsagePolicy :='ObjectintersectionOf’ ’(' Data Purpose Processing Recipients Storage ')’
Data :="ObjectSomeValueFrom’ ‘(' 'spl:hasData’ DataExpression ) X data SUbJeCtonse nt
Purpose :='ObjectSomeValueFrom’ (' 'spl:hasPurpose’ PurposeExpression 'y X d ata ContrO”erSJS age requeStS
Processing :="ObjectSomeValueFrom’ '(" 'spl:hasProcessing’ ProcessingExpression )
Recipients :='ObjectSomeValueFrom’ (" 'spl:hasRecipient’ RecipientExpression °)’ X fragme ntS Of th@DPR
Storage := O-bJectSomeVaIueFrom '(" 'spl:hasStorage’ fStorageExpressmn b X processing reqUirementS msiness
DataExpression :="spl:AnyData’ | DataVocabExpression ..
PurposeExpression :="spl:AnyPurpose’ | PurposeVocabExpression pOI ICIES
ProcessingExpression :='spl:AnyProcessing’ | ProcessingVocabExpression A We eXtenSivelye—useS Standardbased
RecipientsExpression :='spl:AnyRecipient’ | 'spl:Null’ | RecipientVocabExpression . .
StorageExpression :="spl:AnyStorage’ | 'spl:Null’ | pnvacyre lated VocabUIarleS

'ObjectintersectionOf '(" Location Duration ’)’ e . .
Location :="ObjectSomeValueFrom’ ’(* 'spl:hasLocation’ LocationExpression °)’ A POIICIeS are expressed USIng Mb OntOIOgy
Duration :="ObjectSomeValueFrom’ (" *spl:hasDuration’ DurationExpression )’ Lang ua.ge (OWLWUSWE are able tdeverage
| ‘DataSomeValueFrom’ (' 'spl:durationinDays’ IntervalExpression ’)’ eXiSting OWL I‘easoneltsut Of the bOX

Bonatti, P.A., Kirrane, S., Petrova, I.M. and Sauro, L., 2020. Machine understandable policies and GDPR compliance checking. KI-Kunstliche Intelligenz.
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A The SPECIAdg vocabulary

# | 1 Machine -readable norms and policies “U

reuses weklknown vocabularies
ey — such as’RO\for representing

provenance metadata
\_ "/ A Log entries are used to represent:

Log N e x Data processing events

o O Thing x  Policy events

PolicyEntry

[ConsentRevocatiorﬂ [ConsentAssertiorﬂ [Processing Event}
Ceposrevore T

splog:logEntry

plog:message
xsd:dateTimeStamp
wvalidity Time

xsd:dateTimeStamp

Hil

A Optional components are
provided for:

DataEvent

4 ) X Immutability

% Business process
management (BPM)

SharingEvs

=)

splog:controller splog:recipient

{ recpen L j
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+—] Compliance Checking Architecture

A Data processing and sharing event logs are stored
the Kafkadistributed streaming platform

o — - A We assume that consent updates are infrequent

| and as such usage policies and the respective
vocabularies are represented irnvatuoso triple
store

The compliance checker, which includes an

embeddedHermiTreasoneruses the consent saved
| in Virtuoso together with the application logs
i — SesussElEsees L i provided by Kafka to check that data processing an
: E Applicat tion 1 Personal Data Processing Request Log ._............. 1 . . .
wrs: L8~ — ununnnannnann conporcea | sharing complies with the relevant usage control
& J e - policies
""""""""" T T —

b0 A As logs can be serialized using JSONit is
possible to benefit from the faceting browsing
capabilities oElasticsearchand the out of the box
visualization capabilities provided Bybana
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+—] Usage Control in Decentalised Settings

Contents lists available at ScienceDirect Poster

Implementing Usage Control Policies Using
Reification with RDF-Star and SPARQL-Star

Computer Science Review

ELSEVIER journal homepage: www.elsevier.com/locate/cosrev

Review article Ines Akaichi®*, Giorgos Flouris?, Irini Fundulaki? and Sabrina Kirrane!

A comprehensive review of usage control frameworks Unstitute for Complex Networks, WU, Vienna, Austrian

Ines Akaichi *, Sabrina Kirrane “Institute of Computer Science, FORTH, Heraklion, Greece
Institute for Complex Networks, Vienna University of Economics and Business, Welthandelspl. 1, 1020, Vienna, Austria

ARTICLE INFO ABSTRACT Abstract
In decentralized environments usage control (UC) is crucial for governing asset and resource usage. In an

Keywords: The sharing of data and digital assets in a decentralized settling is entangled with various legislative challenges, . . .

Usage control including, but not limited to, the need to adhere to legal requirements with respect to privacy and copyright. euyer work, we proposed GUCON, a generic graph patterp based policy f;a@ework for UC enforcement,
;o]fj:y languag - In order to provide more control to data and digital asset owners, usage control could be used to make sure which offers a formal semantics for specifying and reasoning over UC policies. Although GUCON caters
D:E:.::,-?m,y:::[ that consumers handle data according to privacy, licenses, regulatory requirements, among others. However, for the expression of various rules using graph patterns, the incorporation of temporal constraints is

considering that many of the existing usage control frameworks were designed to cater for different use cases

(e, networking, operating systems, and industry 4.0), there is a need to better understand the existing cumbersome. In this paper, we propose an instantiation of the GUCON framework that demonstrates how
proposals and how they compare to one another. In this paper, we provide a holistic overview of existing usage RDF-star can be used for rule representation and SPARQL-star for compliance checking. Additionally,
control frameworks and their support for a broad set of we ically collect we extend the original policy language to cater for temporal constraints.

that are routinely used to gl.ude the development of usage control solutions, which are classified according

to three broad di i 1f , and system. We use these requirements to conduct a K d

qualitative comparison of the most prominent usage mm:ml found in the li Finally, we eywor s

identify existing gaps, challenges, and opportunities in the field of usage control in general, and in decentralized RDF-star, SPARQL-star, Usage Control, Policies

environments in particular.

Ines Akaichi and Sabrina Kirrane. A Comprehensive Review of Usage Control Frameworks. 2025. Computer Science Review Journal.

Ines Akaichi, Giorgos Flouris, Irini Fundulaki and Sabrina Kirrane. Implementing Usage Control Policies Using Reification with RDFStar and SPARQL-Star.
2024. Proceedings of the Posters and Demos Track of the 23rd International Semantic Web Conference (ISWC),
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SPARQL* based Usage Policy Language

a GUCON Rule cond~da \

» cond is a graph pattern
* d ais a deontic pattern
* 4 €{A P, 0,D}, suchasA (permission) P (prohibition), O (obligation), and D (dispensation)
* a={(s,p,0) | s€eE pe€A o€R} suchas an (s, p, 0) corresponds to a SPARQL triple pattern, E is the set of all
entities; A is the set of all actions; and R is the set of all resources
Q ~» denotes if condis satisifed , then da may (A)/must not (P)/must (0)/need not (D) be satisfied. /

/ A Serialization of GUCON \ K A Serialization of GUCON \

using SPARQL using SPARQL-star
* cond is a SPARQL graph pattern « condis a SPARQL-star graph pattern
* ais a SPARQL triple pattern * constraints are expressed using quoted action patterns
{?share rdf:type splog:SharingEvent ; * aisa SPARQL trjple pattern
rdf:subject ?x ;
rdf:predicate eg:share ; {<<?x eg:share egmc:l.premierleague.com-2020-coverage>>
rdf:object egmc:1l.premierleague.com-2020-coverage ; splog:occurs ?t .
splog:occurs ?t . ?x rdf:type eg:Person;
?x rdf:type eg:Person ; eg:position eg:Journalist .
eg:position eg:Journalist . FILTER (2t > "2021-02-25T21:00:007"~*xsd:dateTime )}
FILTER (2t > "2021-02-25T21:00:007"""xsd:dateTime)} ~ {A {?x eg:share egmc:1l.premierleague.com-2020-coverage }}

Q{A {?x :share egmc:1.premier‘league.com—2028—cover‘agey K /
35
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Usage Control Requirements

Operators

A Trust

x Concept of trust in the context of
distributed usage control remains
relatively unexplored

preventve x Heterogeneous entities and systems
Detecive A Control

Continuity of
Enforcement

Conflict Detection

Expressiveness

Formal Semantics

_| Specification

Flexibility &
Extensibility

1

Usage Control —{ Enforcement ‘—

x  Different copies and derivations

x  Distribute and synchronize policies
across decentralized systems
A Governance

Performance &
Scalability
Flexibility &
Extensibility

% No centralized authority and oversight

x Need to handle diverse regulatory
requirements

Provenance

1

—-{ System I—'

Trust

Usability

Reliability Explanations

Controllability

System Reliability

Ines Akaichi and Sabrina Kirrane. A Comprehensive Review of Usage Control Frameworks. 2025. Computer Science Review Journal.
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(M)
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Semantic Web Technologies

Disclaimer: This is not
a complete list!

Data model for
encoding triples

Data modelling
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2 Decentralised infrastructure
Solid: your data, your choice
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Slides from  htips://github.com/RubenVerborgh/Solid  -DeSemWeb -2018

39



