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Following the Rules
Programming Rules 
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https://www.wizardtele.com/app/download/13809732033/CCMS_FeatureDocument_nn104480-090203.pdf?t=1517995491

Following the Rules
System Integration 

https://www.wizardtele.com/app/download/13809732033/CCMS_FeatureDocument_nn104480-090203.pdf?t=1517995491



      

https://www.siliconrepublic.com/enterprise/celtrino-successfully-completes-gs1-accreditation-process

Following the Rules
Document Exchange 

https://www.siliconrepublic.com/enterprise/celtrino-successfully-completes-gs1-accreditation-process



      

Following the Rules
Virtual Personal Assistants

https://tomgruber.org/writing/Siri-SemTech09.pdf
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Virtual Personal Assistants
The Status Quo



      

 Different strengths and weaknesses 
(e.g., amazon shopping, restaurant 
booking, directions, setting 
reminders, general information,....)

 Problems detecting commands
 Rely on very specific terminology
 Responses not intuitive or helpful
 Information vs task oriented
 Specific hardware requirements

Virtual Personal Assistants
The Status Quo

https://www.businessnewsdaily.com/10315-siri-cortana-google-assistant-amazon-alexa-face-off.html
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Virtual Personal Assistants
The Status Quo



      

Virtual Personal Assistants
The Status Quo



      

Virtual Personal Assistants
The Status Quo



      

Virtual Personal Assistants
The Status Quo



      

Virtual Personal Assistants
Apple Knowledge Navigator Video 1987

https://www.youtube.com/watch?v=umJsITGzXd0
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https://www.youtube.com/watch?v=umJsITGzXd0

 Virtual personal assistant
 Speech recognition
 Touch screen
 Video conferencing
 Data sharing and integration
 Automated search
 Realtime analytics
 Handling large amounts of data
 Personal data processing 
 ......

https://www.youtube.com/watch?v=umJsITGzXd0
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Knowledge Navigation



      

The first web page went 
live on August 6, 1991.  

It was dedicated to 
information on the 

World Wide Web project 
and was made by Tim 

Berners-Lee. 

Knowledge Navigation
Advances in Data Sharing and Integration
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Advances in Data Sharing and Integration

https://www.ezrankings.com/blog/google-knowledge-graph/
https://lod-cloud.net/
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Knowledge Navigation
Advances in Data Sharing and Integration

Wilkinson, M.D., Dumontier, M., Aalbersberg, I.J., Appleton, G., Axton, M., Baak, A., Blomberg, N., Boiten, J.W., da Silva Santos, 
L.B., Bourne, P.E. and Bouwman, J., 2016. The FAIR Guiding Principles for scientific data management and stewardship. 
Scientific data, 3(1), pp.1-9.



      

Knowledge Navigation
Advances in Search



      

Knowledge Navigation
Advances in Realtime Analytics

https://www.scnsoft.com/blog/real-time-big-data-analytics-comprehensive-guide
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Knowledge Navigation
Advances in Realtime Analytics

https://www.scnsoft.com/blog/real-time-big-data-analytics-comprehensive-guide

https://fastnforward.blog/real-time-streaming-use-cases-how-does-it-help-business/
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Knowledge Navigation
Advances in Handling Large Amounts of Data
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Knowledge Navigation
Advances in Personal Data Processing 

https://www.enforcementtracker.com/

83(4) GDPR sets forth 
fines of up to 10 million 

euros, or, in the case of an 
undertaking, up to 2% of 

its entire global turnover of 
the preceding fiscal year, 

whichever is higher. 

https://www.enforcementtracker.com/


      

Knowledge Navigation
Advances in Personal Data Processing 

https://ec.europa.eu/commission/presscorner/api/files/attachment/87
2132/Trans-Atlantic%20Data%20Privacy%20Framework.pdf.pdf

https://www.enforcementtracker.com/

https://ec.europa.eu/commission/presscorner/api/files/attachment/872132/Trans-Atlantic Data Privacy Framework.pdf.pdf
https://www.enforcementtracker.com/


      

Virtual Personal Assistants
Apple Knowledge Navigator Video 1987

https://www.reddit.com/r/VintageApple/comments/l9dt48/apples_knowledge_navigator/

This is a mock-up of what 
could have been .....

https://www.youtube.com/watch?v=umJsITGzXd0



      

From

Knowledge Navigation

to
Intelligent Software Web Agents



      

Intelligent Software Web Agents
The Semantic Web

2000 2002 2004 2006 2008 2010 2012 2014 2016  2018 2020 2022



      

Intelligent Software Web Agents
Existing Standards

Intelligent Software Web Agents: A Gap Analysis. Sabrina Kirrane. Journal of Web Semantics, 2021
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Intelligent Software Web Agents: A Gap Analysis. Sabrina Kirrane. Journal of Web Semantics, 2021

 Interface
 Web Ontology Language for Web Services (OWL-S)
 Web Service Modeling Language (WSML)
 Agent Communication Language (ACL)

Controller
Linked Data Platform (LDP)
Foundation for Intelligent Physical Agents (FIPA)

Reactive
Production Rule Representation (PRR) 
Rule Markup Language (RML)
W3C Semantic Web Rule Language (SWRL)

Deliberative & Learning
Resource Descriotion Language Schema (RDFS)
Web Ontology Language (OWL)
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Intelligent Software Web Agents
Existing Standards

Intelligent Software Web Agents: A Gap Analysis. Sabrina Kirrane. Journal of Web Semantics, 2021

How well do these 
standards fit together?

How well do they cater 
for intelligent web agent 

requirements?

What are the 
standardisation gaps?
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Intelligent Software Web Agents
The Statuo Quo

Intelligent Software Web Agents: A Gap Analysis. Sabrina Kirrane. Journal of Web Semantics, 2021



      

2000 2002 2004 2006 2008 2010 2012 2014 2016  2018 2020 2022

Intelligent Software Web Agents
The Statuo Quo

 Benevolence, responsibility, and mobility requirements yet to be realised

Intelligent Software Web Agents: A Gap Analysis. Sabrina Kirrane. Journal of Web Semantics, 2021



      

From Policies to Norms: The Toolbox
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Policy Administration Point (PAP))
Policy Enforcement Point (PEP)
Policy Decision Point (PDP)
Policy Information Point (PIP)

From Policies to Norms: The Toolbox
Access Control



      

From Policies to Norms: The Toolbox
Privacy Preferences



      

From Policies to Norms: The Toolbox
Licensing



      

From Policies to Norms: The Toolbox
Norms



      

From Policies to Norms: The Toolbox
General Policy Languages

2003, A policy language for a pervasive computing environment. In Proceedings 
POLICY 2003. IEEE 4th International Workshop on Policies for Distributed 
Systems and Networks (pp. 63-74). IEEE.

 2010. PROTUNE: A Rule-based PROvisional TrUst NEgotiation Framework.



      

From Policies to Norms: The Toolbox
Agent Languages

1997. KAoS: Toward an industrial-strength open agent architecture. 
Software agents, 13, pp.375-418.

1998. FIPA—towards a standard for software agents. 
BT Technology Journal, 16(3), pp.51-59.



      

 Propose a blueprint for the governance 
of agent based systems 

 Can be instantiated in a variety of ways, 
using a variety of concrete software 
components

From Policies to Norms: Governance
Reactive Things and Services

Governance of Autonomous Agents on the Web: Challenges and Opportunities. Timotheus Kampik, Adnane Mansour, Olivier Boissier, Sabrina Kirrane, 
Julian Padget, Terry R. Payne, Munindar P. Singh, Valentina Tamma, Antoine Zimmermann. ACM Transactions on Internet Technology Journal, 2022



      

 Non-autonomous entities in the 
environment

 Adopt the same notions of the Web of 
Things (WOTs) architecture

 Policies state who can access 
things/services and constraints on their 
usage (if any)

From Policies to Norms: Governance
Reactive Things and Services

Governance of Autonomous Agents on the Web: Challenges and Opportunities. Timotheus Kampik, Adnane Mansour, Olivier Boissier, Sabrina Kirrane, 
Julian Padget, Terry R. Payne, Munindar P. Singh, Valentina Tamma, Antoine Zimmermann. ACM Transactions on Internet Technology Journal, 2022



      

From Policies to Norms: Governance
Autonomous Agents

 Entities that autonomously perceive and 
act upon their environment (i.e., things 
and services) and interact with the other 
entities

 Agents have preferences that inform 
and constrain their actions with respect 
to things, web services and other 
agents. 

 Preferences control the local reasoning 
and decision-making undertaken by the 
agents, and can thus support 
governance

Governance of Autonomous Agents on the Web: Challenges and Opportunities. Timotheus Kampik, Adnane Mansour, Olivier Boissier, Sabrina Kirrane, 
Julian Padget, Terry R. Payne, Munindar P. Singh, Valentina Tamma, Antoine Zimmermann. ACM Transactions on Internet Technology Journal, 2022



      

From Policies to Norms: Governance
Normative Organisations

 Organisations are first-class 
abstractions that group agents and their 
governance (i.e., norms)

 Logical grouping of agents with a 
particular purpose, and the provision of 
legal, regulatory and social norms that 
may possibly span multiple 
organisations

 Organisations are entirely virtual and 
passive (i.e., shaped by their members), 
thus it is up to these member agents to 
stipulate, comply with (or violate), 
enforce, and evolve organisational 
norms

Governance of Autonomous Agents on the Web: Challenges and Opportunities. Timotheus Kampik, Adnane Mansour, Olivier Boissier, Sabrina Kirrane, 
Julian Padget, Terry R. Payne, Munindar P. Singh, Valentina Tamma, Antoine Zimmermann. ACM Transactions on Internet Technology Journal, 2022



      

Towards 
Benevolent and Trustworthy 

Intelligent Software Web Agents



      

 The execution engine 
creates and executes 
processes 

 Added policies, 
preferences, norms, etc.. 
to the knowledge base

 Querying component 
faciliates information and 
transparency 

Towards Benevolent and Trustworthy Agents
Agent Policy, Preference, Norm Architecture

Policy Enabled Next Generation Internet. FWF Austrian Science Fund and the Internet Foundation Austria under the  FWF Elise Richter and netidee 
SCIENCE programmes as project number V 759-N
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Towards Benevolent and Trustworthy Agents
Handling Requests and Responses

 Develop a stand and extensible 
mechanism for handling requests and 
responses
 Information request -> SELECT query
 Booking request -> Update query
 Scheduling request -> Reasoning goal
 Task -> Set of actions 

Policy Enabled Next Generation Internet. FWF Austrian Science Fund and the Internet Foundation Austria under the  FWF Elise Richter and netidee 
SCIENCE programmes as project number V 759-N



      

Towards Benevolent and 
Trustworthy Agents 



      

Challenges & Opportunities



      

 The encoding of policies and norms such that they are actionable by 
machines is particularly difficult as policies and norms are often vague and 
ambiguous.

 In order to monitor how agents adapt and learn there is a need for 
governance strategies that are suitable for symbolic and sub-symbolic 
learning. 

 There is a need for abstractions that can be used to guide the 
development of a variety of different agent types (information, scheduling, 
booking, etc....)

 We need codes of conduct for different types of agents and agent 
organisations based on legal, regulatory, and social norms

 We are severely lacking in terms of intelligent agent benchmarking 
methods and tools

From Policies to Norms
Open Challenges and Opportunities
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