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Semantic Technologies

A decade of Semantic Web research through the lenses of a mixed methods approach, Sabrina Kirrane, Marta Sabou, 
Javier D. Fernández, Francesco Osborne, Cécile Robin, Paul Buitelaar, Enrico Motta, and Axel Polleres, The Semantic Web Journal, 2020 
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Privacy Online

https://sites.google.com
/site/privonworkshop



      

Privacy Online: Timeliness
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Beyond Privacy Online....

2015 - 2017 2020 - 2023

2019 - 2022  .... 2020 & 2022

http://www.semantic-web-journal.net/blog/call-papers-special-issue-
semantic-technologies-data-and-algorithmic-governancehttp://www.semantic-web-journal.net/blog/call-papers-special-

issue-semantic-web-and-linked-data-security-privacy-and-policy

https://2019.semantics.cc/calls

http://ai.di.uoa.gr/#iswc20-workshophttp://ai.di.uoa.gr/#iswc20-workshophttp://ai.di.uoa.gr/#iswc20-workshophttp://ai.di.uoa.gr/#iswc20-workshop

http://www.semantic-web-journal.net/blog/call-papers-special-issue-semantic-technologies-data-and-algorithmic-governance

http://www.semantic-web-journal.net/blog/call-papers-special-issue-semantic-web-and-linked-data-security-privacy-and-policy

https://2019.semantics.cc/calls

http://ai.di.uoa.gr/#iswc20-workshop
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Regulatory Compliance

 A European Framework for Regulating Data and Metadata Markets (PrivOn 2016) - Pompeu Casanovas, Víctor 
Rodríguez-Doncel, Cristiana Santos, Asunción Gómez-Pérez

 Compliance through Informed Consent: Semantic Based Consent Permission and Data Management Model (PrivOn 2017) 
- Kaniz Fatema, Ensar Hadziselimovic, Harshvardhan Pandit, Christophe Debruyne, Dave Lewis, Declan O’Sullivan

 Modelling Provenance for GDPR Compliance using Linked Open Data Vocabularies (PrivOn 2017) - Harshvardhan J. 
Pandit and Dave Lewis

 GConsent - A Consent Ontology Based on the GDPR (ESWC 2019) - Harshvardhan J. Pandit, Christophe Debruyne, 
Declan O'Sullivan, Dave Lewis.

 GDPRtEXT - GDPR as a Linked Data Resource (ESWC 2018) - Harshvardhan J. Pandit, Kaniz Fatema, Declan O'Sullivan, 
Dave Lewis

 Analysis of Ontologies and Policy Languages to Represent Information Flows in GDPR (SWJ 2022) -  Beatriz Esteves 
Víctor Rodríguez-Doncel



      

Policies & Vocabularies

 Energy efficient sensing for managing privacy on smartphones (PrivOn 2013) - Prajit Kumar Das, 
Anupam Joshi, Tim Finin

 Semantic Knowledge and Privacy in the Physical Web (PrivOn 2016) - Prajit Kumar Das, Abhay 
Kashyap, Gurpreet Singh, Cynthia Matuszek, Tim Finin, Anupam Joshi

 Semantic and Sensitivity Aware Location-Privacy Protection for the Internet of Things (PrivOn 2014) 
- Berker Agir, Jean-Paul Calbimonte and Karl Aberer

 A Semantic Context-aware Privacy Model for FaceBlock (PrivOn 2014) - Primal Pappachan , Roberto 
Yus , Prajit Kumar Das , Tim Finin , Eduardo Mena , and Anupam Joshi



      

Anonymisation

 Towards the use of graph summaries for privacy enhancing release and querying of Linked 
Data (PrivOn 2016) - Benjamin Heitmann, Felix Hermsen, Stefan Decker

 k−RDF-Neighbourhood Anonymity: Combining Structural and Attribute-based Anonymisation for 
Linked Data (PrivOn 2017) - Benjamin Heitmann, Felix Hermsen, and Stefan Decker

 Semantic Web Enabled Record Linkage Attacks on Anonymized Data (PrivOn 2016) - Jacob Miracle 
and Michelle Cheatham

 Private Record Linkage: Comparison of Selected Techniques for Name Matching (ESWC 2016) - 
Pawel Grzebala, Michelle Cheatham



      

Encryption & Digital Signatures

 Towards a Configurable Framework for Iterative Signing of Distributed Graph Data (PrivOn 2013) - 
Andreas Kasten and Ansgar Scherp

 A Framework for Iterative Signing of Graph Data on the Web (ESWC 2014) - Andreas Kasten, Ansgar 
Scherp, Peter Schauß

 Graße—Towards Flexible Search on Encrypted Graph Data (PrivOn 2013) - Andreas Kasten, Ansgar 
Scherp, Frederik Armknecht, Matthias Krause

 Self-Enforcing Access Control for Encrypted RDF (ESWC 2017) - Javier D. Fernandez, Sabrina 
Kirrane, Axel Polleres, and Simon Steyskal

 HDT crypt : Efficient Compression and Encryption of RDF Datasets (SWJ 2020) - Javier D. 
Fernandez, Sabrina Kirrane, Axel Polleres, and Simon Steyskal



      

Transparency & Trust

 Spy Watch: A Tool for Transparency in Web Tracking (PrivOn 2013) - Neel Guha

 Behavioral Tracing of Twitter Accounts (PrivOn 2017) - Neel Guha

 Semantic Web Technologies for Social Translucence and Privacy Mirrors on the Web (PrivOn 2013) - 
Mathieu d'Aquin and Keerthi Thomas

 On Modeling Political Systems to Support the Trust Process (PrivOn 2017) - Carlos Laufer and Daniel 
Schwab



      

Transparency & Trust

 Spy Watch: A Tool for Transparency in Web Tracking (PrivOn 2013) - Neel Guha

 Behavioral Tracing of Twitter Accounts (PrivOn 2017) - Neel Guha

 Semantic Web Technologies for Social Translucence and Privacy Mirrors on the Web (PrivOn 2013) - 
Mathieu d'Aquin and Keerthi Thomas

 On Modeling Political Systems to Support the Trust Process (PrivOn 2017) - Carlos Laufer and Daniel 
Schwabe

 A survey of trust in computer science and the Semantic Web (JWS 2007) - Donovan Artz, Yolanda Gil



      

 Modeling Social Web Privacy to Detect Perception Gaps (PrivOn 2015) - Davide Ceolin, Lora Aroyo, 
and Jesper Duinker

 Evaluation of Semantic Web Ontologies for Privacy Modelling in Smart Home Environments 
(PrivOn 2016) - Suzana Iacob, Antonis Bikaki

 PrivOnto: A Semantic Framework for the Analysis of Privacy Policies (SWJ 2018) - Alessandro 
Oltramari, Dhivya Piraviperumal, Florian Schaub, Shomir Wilson, Sushain Cherivirala, Thomas B. 
Norton, N. Cameron Russell, Peter Story, Joel Reidenberg, Norman Sadeh

 Semantic-enabled Architecture for Auditable Privacy-Preserving Data Analysis (SWJ 2022) - Fajar J. 
Ekaputra, Andreas Ekelhart, Rudolf Mayer, Tomasz Miksa, Tanja Šarcevi, Sotirios Tsepelakis, Laura 
Waltersdorfer

Privacy Enhancing Technologies



      

 

Work that I’ve personally been involved in at the intersection of 

Solid 
&

Privacy, Security, and Trust!



      

SPECIAL leverages past infrastructure and lessons learned
 Big Data Europe scalability and elasticity
 PrimeLife policy languages, access control policies, release policies and data 

handling policies
 The Platform for Privacy Preferences Project (P3P) and the Open Digital Rights 

Language (ODRL) vocabularies

20This research is funded by the European Union’s Horizon 2020 research and innovation programme 
under grant agreement N. 731601 (2017-2019)

Scalable Policy-aware Linked Data Architecture 
For Privacy, Transparency and Compliance



      

SPECIAL & SOLID

Published in the Proceedings of the International Conference on Information Systems Security and Privacy (ICISSP), 2020



      

SPECIAL & SOLID

Published in the Proceedings of the International Conference on Information Systems Security and Privacy (ICISSP), 2020



      

Privacy Preserving Aggregation

4th Workshop on Storing, Querying and Benchmarking the Web of Data (quweda) 
in conjunction with the International Semantic Web Conference (ISWC), 2020



      

Blockchain Oracles, Truted Execution 
Environments & Solid

Submitted to the Special Issue on Decentralized Systems @ IEEE Internet Computing
Partially funded by FWF Austrian Science Fund and the Internet Foundation Austria under the FWF Elise Richter and netidee SCIENCE programmes as project number V 759-N



      

Usage Control 
Specification, Enforcement & Usability

To appear in the Proceedings of the Doctoral Consortium at the 21st International Semantic Web Conference (ISWC), 2022
Funded by the European Union Horizon 2020 research and innovation program under the Marie Sklodowska-Curie grant agreement No 860801



      
• There are some excellent starting points, 

however there is still a lot of work to be 
done

• Multidisciplinary work can sometimes be 
hard to get published 

• Workshops and community initiatives are 
necessary in order to push the research 
agenda forward

• We need to move beyond privacy, 
regulatory requirements and licensing silo’s 
towards usage control in the general sense

In Conclusion

Privacy Enhacing Technologies

Regulatory Compliance
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