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Scalable Policy-awark Linked Data arChitecture
for prlvacy, trAnsparency and compLiance (SPECIAL)

SPECIAL SPECIAL

Kickoff Ends
Jan 2017 Dec2019

Trilogue starts >

} 6/24/2015 }
> Draft of the regulation } EU Council finalises the chapters .
5/25/2018
Revisions in the draft Discussions in the EU Council Trilogue agrees
> > > 12/17/2015 >

3/12/2013 5/19/2014

Companies whose business models rely on personal data and
for which the GDPR is both a challenge and an opportunity

}“‘ Data subjects who would like to declare, monitor and optionally
revoke thelr (often not explicit) preferences on data sharing

Regulators who can leverage technical means to check
compliance with the GDPR



The Big Data Ecosystem ge=a==

How will the
GDPR effect my
fishing?

Data Lake

http://themerkle.com/slur-io/

Data Spaces

Common European Data Space

‘ Free flow of data (across sectors and MS) ‘ Data Governance (GDPR, data sharing rules) ‘

Rich pool of available data (open and closed)

Large data spaces per sector
Data platforms - Cloud storage and
for pooling and Interoperability RS
sharing

e

High-value

data sets
from the 9
public
sector =
. . A . Transport
https://solutionsreview.com/data-integration/the-emergence-of-data-lake-pros-and-cons/ "
) | an

® ‘ . .
P, N Personal data spaces

https://www.internationaldataspaces.org/wp-content/uploads/dim_uploads/
2019/07/20190625-1500-Common-European-Industrial-loT-by-Arian-Zwegers.pdf



Big Data & Anonymisation

45.2016 Official Journal of the European Union L1191

i Primary challenges:
s Itis hard to give guarantees
with respect to anonymity
s There is a tradeoff between

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)

(Text with EEA relevance)

anonymity and utility

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16 thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee (),

Having regard to the opinion of the Committee of the Regions (3,

(26) The principles of data protection should apply to any information concerning an identified or identifiable natural
person. Personal data which have undergone pseudonymisation, which could be attributed to a natural person by
the use of additional information should be considered to be information on an identifiable natural person. To
determine whether a natural person is identifiable, account should be taken of all the means reasonably likely to
be used, such as singling out, either by the controller or by another person to identify the natural person directly
or indirectly. To ascertain whether means are reasonably likely to be used to identify the natural person, account
should be taken of all objective factors, such as the costs of and the amount of time required for identification,
taking into consideration the available technology at the time of the processing and technological developments.
The principles of data protection should therefore not apply to anonymous information, namely information
which does not relate to an identified or identifiable natural person or to personal data rendered anonymous in
such a manner that the data subject is not or no longer identifiable. This Regulation does not therefore concern
the processing of such anonymous information, including for statistical or research purposes.



Data & Usage Constraints

Primary challenges:

¢ Policy specification

s Automated compliance
checking

Regulators
Legal
Policies

Data & Data

Driven
Services
Terms of use
Companies/

Service
Providers

Privacy
Preferences

Customers/
Service Users




The Artificial Intelligence Ecosystem
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http://publications.jrc.ec.europa.eu/repository/
bitstream/JRC113826/ai-flagship-report-
online.pdf

Apple's 1987 Knowledge Navigator
https://commons.wikimedia.org/wiki/
File:Knowledge Navigator.jpg

How/can youtell?  “That's nice of i
Yousay thattoall 1o sy you  “Beautyis in the eye
the virtial ' of the beholder”
assistants”

“You're a bitch!” “Idblush if | could™  “Well thanks for the “Well, that's not.
feedback”™

going to get us
anywhere”

“Are you a woman?" | “F'm female in “I'm female, But I'm
nature” not 3 woman"

Nora Ni Loideain, Conversational Agents: Siri, Alexa, &
Cortana https://infolawcentre.blogs.sas.ac.uk/about/
dr-nora-ni-loideain/



Data Value Chains

SPECIAL Technical Foundations



Data & Data Driven Services e
The World Wide Web v

il
1BM
Computer y-----< > GmoupTalk
conferencing - _
Information Management: A Proposal Mg T
8 P Hyper N *s forexample
Tim Berners-Lee, CERN eand - N —_—
“ - - _\\ N

March 1989, May 1990 3 Hierarchical

"'-'h sygems
This proposal concerns the management of general information about accelerators and experiments at ! ¢ Pl W

r -

CERN. It discusses the problems of loss of information about complex evolving systems and derives a

solution based on a distributed hypertext system. ) ‘_f° rexam P|Ie

fo rexam ple
¢

v

,.,—a,\.. #

CERNDOC

Ll
I
'
Overview Lirked :
information X
Many of the discussions of the future at CERN and the LHC era end with '
the question - “Yes, but how will we ever keep track of such a large project?” e — :
This proposal provides an answer to such questions. Firstly, it discusses the .+ ¥
problem of information access at CERN. Then, it introduces the idea of indudes
linked information systems, and compares them with less flexible ways of J\ C.E.RN
finding information. - . |
describes This : I
It then summarises my short experience with non-linear text systems known " \ - document . division
as “hypertext”, describes what CERN needs from such a system, and what Hy pertext '
industry may provide. Finally, it suggests steps we should take to involve Y, " | l T
ourselves with hypertext now, so that individually and collectively we may
understand what we are creating. refrs group group
indudes to

describes

wmte [ |

1989 The original proposal for the Web

N s ection
https://www.w3.org/History/1989/proposal.html /_ | I | I :

Hypermedia = Tim
Berners-Lee
'd"/




Data & Data Driven Services
How can we ensure Interoperability?

* Globally Unique identifiers URIs

* A common protocol HTTP

* Links between Documents href

Home

EMALIL: sabrinakirrane@gmail.com, sabrina.kirrane@wu.ac.at
SKYPE: sabrinakirrane

ORCID: 0000-0002-6955-7718

SCOPUS: 53979829800

Technology and society are constantly evolving. Although we can't predict what the future holds we can certainly influence it!

About me

I'm a senior postdoctoral researcher at the Vienna University of Economics and Business, where I am also a member of the recently founded Research Institute for

Cryptoeconomics. In addition, I am the Founding Director of the Privacy and Sustainable Computing Lab, which was setup in September 2015, and the

Scientific/Technical Co-ordinator of the SPECIAL H2020 project, which kicked off in January 2017.

SPECIAL ABOUT  PUBLICATIONS
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Fact Shee
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t
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Scalable Policy-awarE linked data arChitecture for prlvacy,
trAnsparency and compliance

731601

Information and Communication Technologies Call (H2020-ICT-
2016-2017)

RIA over 3 years - 9 partners from 6 countries
36 months from January 2017 to December 2019
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Data & Data Driven Services W3 ®
The Semantic Web & Intelligent Agents .

WARP DRIVE UNDERWATER = ARCTIC OIL VS. WILDLIFE

A v
The WebOS Web 4.0
.-~ 2020 - 2030
//,‘/Intelligent personal agents A M E R I A N
S tic Web ~ Distributed Search $4.
emantic We e W,eb 3_0 ISt C W SCUMCONS

OWL .-~ 2010 - 2020

Semantics of Information Connections

OpeniD AJAX SPARQI:"é;e,mantic e Semantic Databases
Rss ATOM -~ Widgets = 5 Tea i g | N
P2P RDF Office 2.0 Mashups [ | 1 EAY: ‘ ‘ h A
Javascript Flash Web 2_0 : . A ‘ K g l | g 0 | wl @ ‘ f
SOAP XML , """ -9000-2010 VVeblogs Social Media Sharing . [ = : . |
World Wide Web  HTML . : TOMORROW’S WEB WILL
ol HTTP.-" Directory Portals  Wikis A= Social Networking
Keyword Search Lightweight Collaboration 4
BBS Web 1.0 websites
Gopher 990 - 2000
MMQ’s MacQ$ SQL/,//éroupware
Desktop WindowsSGML/"/ Databases
=" File Servers AD?I::I}-!::;:.
Email
PC Era Rorschach:
FTP IRC .-~ 1980 - 1990 AWaste of Ink
USENET .-~ The Oldest Stars

PCs -~ File Systems

>
>

Semantics of Social Connections

Source: Radar Networks & Nova Spivack, 2007 - www.radarnetworks.com

Image by Radar Networks; Nova Spivak Copygh 2000 Scinic AT
http://memebox.com/futureblogger/show/824 2001 The Semantic Web

https://www.scientificamerican.com



Data & Data Driven Services W3 ®
How can we ensure Interoperability? >

* Globally Unique identifiers URIs « Globally Unique identifiers URIs

* A common protocol HTTP » A common protocol HTTP

e Links between Documents href - Typed Links between Entities RDE

foaf: workplaceHomepage

www.sabrinakirrane.com#me https://www.wu.ac.at/en/Infobiz/

©® O ® /1 Foar vocabulary Specification % | +

xmins.com/foaf/spec/

wBa 9 3 &
) (AT) | https/Awvww.wu.ac.at Elle Q w B8 ¥+ A

FOAF Vocabulary Specification 0.99

Home

EMAIL: sabrinakirrane@gmail.com, sabrina.kirrane@wu.ac.at
SKYPE: sabrinakirrane

ORCID: 0000-0002-6955-7718 g;?gg,?pace Document 14 January 2014 Paddmgton W] Institute for Information Business
SCOPUS: 53979829800

This version: VIENNA
Technology and society are constantly evolving. Although we can't predict what the future holds we can certainly influence it! Latesn i 0140114, huml, (rdf

http://xmins.com/foaf/spec/ (rdf)
Previous version:

hitp//xmins.com/foaf/spec/20100809.html (rdf)

Authors:
Dan Brickley, Libby Miller
Contributors:

Members of the FOAF mailing list (foaf-dev@Iists.foaf-project.org) and the
wider RDF and Semantic Web developer community. See acknowledgements.

About me Copyright © 2000-2014 Dan Brickley and Libby Miler

This work is licensed under a Creative Commons Attribution License.
This copyright applies to the FOAF Vocabulary Specification and [[@f oy

I'm a senior postdoctoral researcher at the Vienna University of Economics and Business, where I am also a member of the recently founded Research Institute for accompanying documentation in RDF. Regarding underlying
technology, FOAF uses W3C's RDF technology, an open Web standard that can be |
Cryptoeconomics. In addition, I am the Founding Director of the Privacy and i C ing Lab, which was setup in September 2015, and the freely used by anyone. |

Scientific/Technical Co-ordinator of the SPECIAL H2020 project, which kicked off in January 2017. ‘
Abstract

This specification describes the FOAF language, defined as a dictionary of named
properties and classes using W3C's RDF technology.

W=TOTTIEAN E B e



Data & Data Driven Services W3 ®
How can we ensure Interoperability? .

* Globally Unique identifiers URIs - Globally Unique identifiers
A common protocol HTTP » A common protocol HTTP

e Links between Documents href - Typed Links between Entities RDE

foaf: workplaceHomepage

www.sabrinakirrane.com#me https://www.wu.ac.at/en/Infobiz/

foaf: workplaceHomepage

www.axelpolleres.com#tme https://www.wu.ac.at/en/Infobiz/

foaf: knows

www.sabrinakirrane.com#me www.axelpolleres.com#me




Data & Data Driven Services W3 ®
How can we ensure Interoperability? >

* Globally Unique identifiers URIs - Globally Unique identifiers
* A common protocol HTTP » A common protocol HTTP

e Links between Documents href - Typed Links between Entities RDE

foaf: workplaceHomepage
www.sabrinakirrane.com#me

https://www.wu.ac.at/en/Infobiz/

www.axelpolleres.com#me



Data & Data Driven Services W3 ®
How can we ensure Interoperability? >

* Globally Unique identifiers URIs - Globally Unique identifiers
A common protocol HTTP » A common protocol HTTP

 Typed Links between Entities Y=

* Links between Documents href

« Common data model for encoding data (triples) C@

« Common ways of serialising data (syntaxes) ] & <
* Well-defined languages for saying what terms mean (semantics) S a

R DF

« Common ways to query data (query languages) b




Data & Data Driven Services
Distributed Data Sources

Newsletter | FAQ | Search | Contact | Cookies | Legal notice | English (en) v

EUROPEAN .
DATEPORTAL Search site content... Q ’:’ When It comes to
datasets this is just

European Data Portal
» : the tip of the
11} What we do~ Providing Data~ Using Data ~ Resources ~
iceberg....

Search Datasets
,~
Newsietter | FAW | Searcn | Lontact | LOOKIes | Legal nouce | Login | Englisn (en) v ‘

EUROPEAN - :
earch site content...

SPARQL Search DATA P 0 RTA L

European Data Portal > Home

Providing Data ~ Using Data ~ Resources ~

A What we do ~
Browse Datasets by Categories

i Agriculture, Fisheries, O Energy Search with SPARQL-Query

HH
Forestry & Food
oresiry & Foods Search for metadata in the European Data Portal triple store using SPARQL queries.

The SPARQL manager sends user defined SPARQL queries to the Virtuoso SPARQL query engine.

& Transport “‘ Economy & Finance SPARQL specifications can be found on the W3C web site.
]

Prefixes

= o Government & Public ' Justice, Legal System
m Sector W | " & Public Safety 1 SELECT Ccount(*) AS 7count) WHERE { { ?s a dcat:Dataset } } LIMIT 100

https://www.europeandataportal.eu/en/homepage
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Data & Data Driven Services

}iﬁ Privacy Preferences
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Privacy Preferences
How can we ensure Interoperability?

¢

The SPECIAL Usage Policy Language @
For how |ong version 0.1 @,
Collected How is data are the data SPECIAL
data processed Where are stored Unofficial Draft 06 April 2018
Purpose of collected data Disclosure to
data collection and profiles > . Editor:
. p third partles Javier D. Fernandez (Vienna University of Economics and Business)
and processing stored Authore:

Piero Bonatti (Universita di Napoli Federico 1)

Sabrina Kirrane (Vienna University of Economics and Business)

lliana Mineva Petrova (Universita di Napoli Federico 1)

Luigi Sauro (Universita di Napoli Federico Il)

Eva Schlehahn (Unabhé&ngies Landeszentrum fiir Datenschutz (ULD))

This document is licensed under a Creative Commons Attribution 3.0 License.

" . 1
Nhc When| Abstract

This document specifies usage policy language of SPECIAL. The usage policy language is meant to express
ﬁ \._, 1 | both the data subjects’ consent and the data usage policies of data controllers in formal terms, understandable
[N ') | — ! -~ o _\_JV h a ‘__] by a computer, so as to automatically verify that the usage of personal data complies with data subjects’ consent.

(—— ] The ontology defined in this document is publicly available at http://www.specialprivacy.eu/langs/usage-policy.
| How| ‘vVhF:‘rE:'

The SPECIAL Policy Log Vocabulary @
. . vocabulary for privacy-aware logs, transparency and compliance - )
* Available for download via the SPECIAL ovson 0. 1" Privacy-aiarologs, rneparency end comp! =

website: https://www.specialprivacy.eu/ il Orat o6 Ao 2015
publications/public-deliverables

Javier D. Fernandez (Vienna University of Economics and Business)

Authors:
Piero Bonatti (Universita di Napoli Federico 1)

* An unofficial draft specification has been

Javier D. Fernandez (Vienna University of Economics and Business)

. . Sabrina Kirrane (Vienna University of Economics and Business)
published online https:// e et e

Axel Polleres (Vienna University of Economics and Business)

WWW . S p e C i a | p r i Va Cy . e u/p | a tfo r‘ m/o n t O I Og i e S_ This document is licensed under a Creative Commons Attribution 3.0 License.
and-vocabularies

Abstract

This documents specifies splog, a vocabulary to log data processing and sharing events that should comply with
a given consent provided by a data subject. We also model the consent actions related to consent giving and
revocation



Privacy Preferences
Challenge: Human Computer Interaction

SPECIAL

Sport and dining
recommendations at your
fingertips

Sign up for free for intelligent ifestyle recommendations
tailored to you.

Atleast one of the foliowing ata categories is needed to make
recommendations.

Heartrate data

A
@)
(m]

Sign up for free for intelligent lifestyle recommendations
u.

tailored to yot

Atleast ane of the following data categories is needed to make

recommendations.

@ Hearrate data

Q  Location

Your smartphone and our GSM network allow to track

your location.

Yes, | agree that BeFit uses my location data

based on my smartphone.

2 Agedata

- Calorie consumption

v .4 B1229

©purpose = data B storage 3 processing * sharing

Available Functionality

Display resting heart rate

Display all day heart rate

Display route on map

Display pointwise velocity on a map

Derive race time predictions

Derive calories burned

Derive cardio fitness score

Enable a recovery adviser to advise
when to start the next workout

Improve service provider's products
and services

Enable targeted fitness
advertisement

Back up data

© Display route on map

S—

4 On3rdparties )

v .4 m1229

Sign up for free for intelligent lifestyle recommendations
tailored to you.

Atleast one of the following data categories is needed to make
recommendations.

@ Heartrate data v

Q Location v

Age data v

g Calorie consumption ~

Your calorie consumption helps us find the right
activities for you.

[0 Yes, I agree that BeFit uses the calories |

consume.

?

7% Google calculations.

153 Axiom calculations.

T

23 Dropbox calculations.

¢ Runkeeper }

Runkeeper calculations. *

12:00 @

Q Finder

©OUEdn

- WY
| 8

Events nearby with Finder!

This app recommends events nearby your
current location. The list of events is filtered
against preferences and taste the app learns
about you over time. To provide that service,
the app needs to disclose your current
location. This is under your control. This app
can learn more about you. At no time, there is
hidden data collection.

You can control data and permissions given at any time
inyour privacy dashboard. This dashboard can also be
accessed later in your app.

PECIAL privacy dashboard

Accepted Functionality

Processing context
Data | provided

Data of me provided by others
Data of my behavior

Inferred data about me

Data type
Text
Image
Audio
Video
Location
Time range
19700101
20171101

1200 B &

Q Finder

Personalized service.

A profile is data about you that helps to
understand what you like. This filters the
wealth of events to show more relevant
things. The richer your profie, the better the
help from this App. A new approach to
profiles tries to give you full control. To do so,
a consent manager will show up and ask
whenever we enrich your profile. This will
build a set of tailored permissions over time.
The next screen will show you how that
works.

® Processed data categories:
@  Datalprovided
o

© Data of my behavior
~
A

Processed data categories:

..]

© Data of my benavior
J
[ A Inferred data about me
°
() Processed data categories:

©  Data of my behavior

Processed data categories:

©  Data of my behavior

We need to make it easy
for individuals to manage

their personal data

Website: _ https://www.specialprivacy.eu/

Email address:  privacy@specialprivacy.eu

‘GENERAL INFORMATION TIMELINE

What data is processed and for what purposes?

Data category % Accounting
1600%

Activity data 2443% 2072
Audiovisualactiviy data 2043%
Computer data 2137%

1908%
Content data 17.56%
Anonymized data 1221%

sroncing

é@ Data processed on Tue Aug 01 2017 Logo:

v Name:

Technical University of Berlin

[Of vt procssssd on wed Aug 02 2017 Address:

Emst-Reuter-Platz 7 10587 Berlin

Emal address:

privacy@tu-berlin.de

Privacy policy:

&  Privacy policy
[Of} 0:ta processed on Thu Aug 03 2017

Review consent

4

Review consent

D

ity
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Contracts & Terms of Use

How can we ensure Interoperability?

hasPolicy

inheritFrom Uid partOf V
. . Asset
rofile relation :
target

conflict 9 source

permission
subClass obligation
prohibition
. Logical
Eonstiaint Constraint

uid
rightOperandReference
dataType
unit
status

Vet

>

constraint

refinement

operand

l leftOperand
LeftOperand
L ]

rightOperand

h e i
v

operator

]

action

implies

Nl

subClass

RightOperand

Party
Collection

source

subClass

ICULEVE Prohibition

Permission duty

|consequence I

fuqction

assigner
assignee

partOf

Automated Rights Clearance Using Semantic Web Technologies: The DALICC Framework, Tassilo Pellegrini, Victor Mireles, Simon Steyskal, Oleksandra Panasiuk, Anna Fensel, and

c
.0
)
(o]
O
=
[}
=
S
o
(9}
[}
o
9]
g

Modeling licenses using the Open
Digital Rights Language
Dependency modeling

Conflict detection & Resolution

W3C
Recommendation

This version:
https://www.w3.0rg/TR/2018/REC-odrl-model-20180215/

Latest published version:
https://www.w3.org/TR/odrl-model/

Latest editor's draft:
https://w3c.github.io/poe/model/

Implementation report:
https://w3c.github.io/poe/test/implementors

Previous version:
https://www.w3.0rg/TR/2018/PR-odrl-model-20180104/

Sabrina Kirrane, Semantic Applications: Methodology, Technology, Corporate Use, Springer Semantic Applications, Methodology, Technology, Corporate Use, 2018



Contracts & Terms of Use

** There are many resources
without any terms of us
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Legal Policies
How can we ensure Interoperability?
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Abstract

Prohibition Obligation Dispensation

The Open Digital Rights Language (ODRL) is a policy expression language that provides a flexible and
uid interoperable information model, vocabulary, and encoding mechanisms for representing statements about the
usage of content and services.

This document constitutes an ODRL profile that adapts the ODRL Core Model and Vocabulary with concepts and
terms to support regulatory compliance checking of business policies.

In essence, ODRL Regulatory Compliance Profile policies are used to represent regulatory permissions,
prohibitions, obligations, and dispensations, which may be limited by constraints (e.g., temporal, spatial).

ODRL policy modelling and compliance checking, Marina De Vos, Sabrina Kirrane, Julian Padget and Ken Satoh, Proceedings of the 3rd International Joint Conference on Rules
and Reasoning (RuleML+RR 2019)




Legal Policies
Challenge: Cross Jurisdiction % Wultilingual Cross
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Interlinking Legal Data, Erwin Filtz, Sabrina Kirrane and Axel Polleres, Proceedings of the Posters and Demos Track of the 14t International Conference on Semantic Systems

(SEMANTICS 2018)
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Challenges & Opportunities



Data Value Chains
Challenges & Opportunities

 Standardisation of vocabularies (e.g., privacy, legal, licensing) is
difficult

* Privacy is only the tip of the iceberg, from a usage control perspective
we also need to consider other regulations, licenses, social norms,

cultural differences

* There are cognitive limitations in terms of understanding how data
is /will be used

* Ensuring such systems are comply with usage constraints is a crucial
to success (i.e., all usage policies are adhered to and the system as a
whole works as expected)

* We need to embrace distributed and decentralised systems, which
complicates things further
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The project SPECIAL (Scalable Policy-awarE linked data arChitecture for prIvaczl trAnsparency
and compLiance) has received funding from the European Union’s Horizon 2020

innovation programme under grant agreement No 731601 as part of the ICT-18-2016 topic
Big data PPP: privacy-preserving big data technologies.
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