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Companies whose business models rely on personal data and 
for which the GDPR is both a challenge and an opportunity 
 
Data subjects who would like to declare, monitor and optionally 
revoke their (often not explicit) preferences on data sharing 
 
Regulators who can leverage technical means to check 
compliance with the GDPR 
 

2013	 2014	 2015	 2016	 2017	 2018	

Draft	of	the	regulation	
7/22/2012	

Revisions	in	the	draft	
3/12/2013	

Discussions	in	the	EU	Council	
5/19/2014	

EU	Council	finalises	the	chapters	
8/6/2015	

Trilogue	starts	
6/24/2015	

Trilogue	agrees	
12/17/2015	

Comes	into	effect	
5/25/2018	
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http://themerkle.com/slur-io/	
	

Data Market 

Data Lake 

The Big Data Ecosystem 

Data Spaces 

https://www.internationaldataspaces.org/wp-content/uploads/dlm_uploads/
2019/07/20190625-1500-Common-European-Industrial-IoT-by-Arian-Zwegers.pdf	
	

https://solutionsreview.com/data-integration/the-emergence-of-data-lake-pros-and-cons/	

How	will	the	
GDPR	effect	my	
fishing?	



Big Data & Anonymisation 

Primary	challenges:	
v  It	is	hard	to	give	guarantees	

with	respect	to	anonymity		
v  There	is	a	tradeoff	between	

anonymity	and	utility		
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Data & Usage Constraints 
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Primary	challenges:	
v  Policy	specification	
v  Automated	compliance	

checking	



The Artificial Intelligence Ecosystem 

http://publications.jrc.ec.europa.eu/repository/
bitstream/JRC113826/ai-flagship-report-
online.pdf	

Apple's	1987	Knowledge	Navigator		
https://commons.wikimedia.org/wiki/
File:Knowledge_Navigator.jpg	
	

Nora	Ni	Loideain,	Conversational	Agents:	Siri,	Alexa,	&	
Cortana	https://infolawcentre.blogs.sas.ac.uk/about/
dr-nora-ni-loideain/	



Data Value Chains 
 

SPECIAL Technical Foundations 



Data & Data Driven Services 
The World Wide Web 

1989	The	original	proposal	for	the	Web		
https://www.w3.org/History/1989/proposal.html	
	



Data & Data Driven Services 
How can we ensure Interoperability? 

•  Globally	Unique	identifiers	
•  A	common	protocol	

•  Links	between	Documents		
	

URIs 

HTTP 
 href 



Data & Data Driven Services 
The Semantic Web & Intelligent Agents  

2001	The	Semantic	Web	
https://www.scientificamerican.com	

Image	by	Radar	Networks;	Nova	Spivak	
	http://memebox.com/futureblogger/show/824	



www.sabrinakirrane.com#me	
foaf:	workplaceHomepage	 https://www.wu.ac.at/en/

Infobiz/	

•  Globally	Unique	identifiers	
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•  Globally	Unique	identifiers	
•  A	common	protocol	
•  Typed	Links	between	Entities		
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Data & Data Driven Services 
How can we ensure Interoperability? 

	
• Common	data	model	for	encoding	data	(triples)	
• Common	ways	of	serialising	data	(syntaxes)	
• Well-defined	languages	for	saying	what	terms	mean	(semantics)	
• Common	ways	to	query	data	(query	languages)	



Data & Data Driven Services 
Distributed Data Sources 

https://www.europeandataportal.eu/en/homepage	

v  When	it	comes	to	
datasets	this	is		just	
the	tip	of	the	
iceberg….	



Data & Data Driven Services 
 

Privacy Preferences 
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•  Available	for	download	via	the	SPECIAL	
website:	https://www.specialprivacy.eu/
publications/public-deliverables	

•  An	unofficial	draft	specification	has	been	
published	online	https://
www.specialprivacy.eu/platform/ontologies-
and-vocabularies	

Privacy Preferences 
How can we ensure Interoperability? 



Privacy Preferences 
Challenge: Human Computer Interaction 

v  We	need	to	make	it	easy	
for	individuals	to	manage	
their	personal	data	



Data & Data Driven Services 
 

Terms of Use 
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•  Modeling	licenses	using	the	Open	
Digital	Rights	Language	

•  Dependency	modeling	
•  Conflict	detection	&	Resolution	

Automated	Rights	Clearance	Using	Semantic	Web	Technologies:	The	DALICC	Framework,	Tassilo	Pellegrini,	Victor	Mireles,	Simon	Steyskal,	Oleksandra	Panasiuk,	Anna	Fensel,	and	
Sabrina	Kirrane,	Semantic	Applications:	Methodology,	Technology,	Corporate	Use,	Springer	Semantic	Applications,	Methodology,	Technology,	Corporate	Use,	2018	

W3C	
Recommendation	

Contracts & Terms of Use 
How can we ensure Interoperability? 



https://en.wikipedia.org/wiki/File:Data_for_2015_stampede_analysis.jpg	

https://www.flickr.com/photos/ruiwen/3260095534	

Contracts & Terms of Use 
Challenge: Compliance v  There	are	many	resources	

without	any	terms	of	us		
v  We	need	compliance	tools	
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Legal Policies 
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•  Modeling	regulatory	obligations	
using	an	adaption	of	the	Open	
Digital	Rights	Language		

•  Automated	compliance	checking	for	
business	policies	

ODRL	policy	modelling	and	compliance	checking,	Marina	De	Vos,	Sabrina	Kirrane,	Julian	Padget	and	Ken	Satoh,	Proceedings	of	the	3rd	International	Joint	Conference	on	Rules	
and	Reasoning	(RuleML+RR	2019)	

Draft	
Specification	

Legal Policies 
How can we ensure Interoperability? 



•  Extracting	temporal	and	event	data	
from	legal	text	

•  Modeling	metadata	relating	to	
legislation	and	cases	in	a	legal	
knowledge	graph	

Interlinking	Legal	Data,	Erwin	Filtz,	Sabrina	Kirrane	and	Axel	Polleres,	Proceedings	of	the	Posters	and	Demos	Track	of	the	14th	International	Conference	on	Semantic	Systems	
(SEMANTiCS	2018)	

v  Multilingual	Cross	
Jurisdiction	

v  Compliance	Tools	

Legal Policies 
Challenge: Cross Jurisdiction 



Data & Data Driven Services 
 

Challenges & Opportunities 



•  Standardisation	of	vocabularies	(e.g.,	privacy,	legal,	licensing)	is	
difficult	

• Privacy	is	only	the	tip	of	the	iceberg,	from	a	usage	control	perspective	
we	also	need	to	consider	other	regulations,	licenses,	social	norms,	
cultural	differences	

•  There	are	cognitive	limitations	in	terms	of	understanding	how	data	
is	/will	be	used	

•  Ensuring	such	systems	are	comply	with	usage	constraints	is	a	crucial	
to	success	(i.e.,	all	usage	policies	are	adhered	to	and	the	system	as	a	
whole	works	as	expected)	

• We	need	to	embrace	distributed	and	decentralised	systems,	which	
complicates	things	further	

Data Value Chains 
Challenges & Opportunities 
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