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Companies whose business models rely on personal data and 
for which the GDPR is both a challenge and an opportunity 
 
Data subjects who would like to declare, monitor and optionally 
revoke their (often not explicit) preferences on data sharing 
 
Regulators who can leverage technical means to check 
compliance with the GDPR 
 

2013	 2014	 2015	 2016	 2017	 2018	

Draft	of	the	regulation	
7/22/2012	

Revisions	in	the	draft	
3/12/2013	

Discussions	in	the	EU	Council	
5/19/2014	

EU	Council	finalises	the	chapters	
8/6/2015	

Trilogue	starts	
6/24/2015	

Trilogue	agrees	
12/17/2015	

Comes	into	effect	
5/25/2018	

Scalable Policy-awarE Linked Data arChitecture 
for prIvacy, trAnsparency and compLiance (SPECIAL) 
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SPECIAL Technical Foundations 

SPECIAL	leverages	past	infrastructure	and	lessons	learned	
v Big	Data	Europe	scalability	and	elasticity	
v PrimeLife	policy	languages,	access	control	policies,	release	policies	and	data	handling	policies	
v The	Platform	for	Privacy	Preferences	Project	(P3P)	and	the	Open	Digital	Rights	Language	
(ODRL)	vocabularies	

4	



The Proximus Use Case 
A Tourist Recommender App 



v A Tourist Recommender APP based on 
Proximus personal data 

v Personal data requested: 
•  Location	from	APP	or	browser	(not	our	network)	
•  Television	Viewing	
•  Browsing	history	(simulated	data)	

v Prototype needs ‘Technology Readiness 
Level’ 4 = “Technology validated in Lab” 

 

Proximus Use Case 



v Actors 
§  15	Data	Subjects	(PXS	employees	/	consultants)	
§  Personal	Data	from	Data	Subjects	
§  Proximus	is	Data	Controller	
§  MS	Azure	is	Data	Processor	

v Applications 
§  “Events	Nearby”	APP	
§  User	Interface	for	Data	Subject	=	Privacy	Dashboard	
(prototype)	

§  Recommender	Engine	(simulated)	

Proximus Use Case 



The Proximus Use Case 
The Architecture 





The Proximus Use Case 
The Mobile App 



The Mobile App Fill	in	in	your	userid,	
pwd	and	press	“login”	



The Mobile App You	can	choose	either	“general	events”	or	
“personalized	events”.	In	the	latter	case,	a	
dropdown	box	will	open	allowing	you	to	
choose	in	more	detail,	the	personal	data	
that	you	want	to	share.	



The Mobile App Display	Events	
based	on	the	
users	interest	
profile	

v Interest	Profile	
§  Location	from	APP	or	

browser	(not	our	
network)	

§  Television	Viewing	
§  Browsing	history	

(simulated	data)	



The Proximus Use Case 
The Dashboard 



The Privacy Dashboard 
Fill	in	in	your	userid,	
pwd	and	press	“login”	



The Privacy Dashboard 
Using	the	dashboard	
you	have	access	to:	
§  Privacy	settings	
§  Profile	
§  Data	processing	
§  Data	sharing	



The Privacy Dashboard 

In	the	privacy	settings	
you	get	information	
about	the	controller(s)	
and	processor(s)	



The Privacy Dashboard The	activity	Log	
includes	technical	
details	of	the	personal	
data	processing/sharing	



The Privacy Dashboard One	stop	shop	for	your	
personal	data:		
•  Location	
•  TV	Viewing	
•  Browsing	



The Privacy Dashboard Location	data	can	be	
displayed	on	a	map	
(e.g.,	here	is	a	location	
in	Naples)	



The Privacy Dashboard You	can	chose	to	
withdraw	consent,	
rectify	or	erase	data	for	
existing	locations	



The Privacy Dashboard 
It	is	also	possible	to	
have	a	broader	view…	



The Privacy Dashboard 
The	same	applies	for	TV	
viewing	data…..	



The Privacy Dashboard Consent	Policies	are	
available	in	both	
human	readable	and	
machine	readable	
formats	



The Proximus Use Case 
The DPO Dashboard 



The	initial	idea	was	to	have	the	
DPO’s	approve/decline	requests,	
however	the	team	are	currently	
looking	into	automating	this	
process.	
	
The	new	DPO	dashboard	will	only	
have	statistical	information.		

The DPO Dashboard 



Data Value Chains 
 

SPECIAL Technical Foundations 



Data & Data Driven Services 
The World Wide Web 

1989	The	original	proposal	for	the	Web		
https://www.w3.org/History/1989/proposal.html	
	



Data & Data Driven Services 
How can we ensure Interoperability? 

•  Globally	Unique	identifiers	
•  A	common	protocol	

•  Links	between	Documents		
	

URIs 

HTTP 
 href 



Data & Data Driven Services 
The Semantic Web & Intelligent Agents  

2001	The	Semantic	Web	
https://www.scientificamerican.com	

Image	by	Radar	Networks;	Nova	Spivak	
	http://memebox.com/futureblogger/show/824	
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•  Globally	Unique	identifiers	
•  A	common	protocol	

•  Links	between	Documents		
	

•  Globally	Unique	identifiers	
•  A	common	protocol	
•  Typed	Links	between	Entities		

URIs 

HTTP 
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URIs 

HTTP 
 RDF 
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Data & Data Driven Services 
How can we ensure Interoperability? 
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How can we ensure Interoperability? 
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Data & Data Driven Services 
How can we ensure Interoperability? 

	
• Common	data	model	for	encoding	data	(triples)	
• Common	ways	of	serialising	data	(syntaxes)	
• Well-defined	languages	for	saying	what	terms	mean	(semantics)	
• Common	ways	to	query	data	(query	languages)	



Data & Data Driven Services 
Distributed Data Sources 

https://www.europeandataportal.eu/en/homepage	

v  When	it	comes	to	
datasets	this	is		just	
the	tip	of	the	
iceberg….	



Thank you / contact details 
	

Technical/Scientific	contact		
Sabrina	Kirrane	
Vienna	University	of	Economics	and	Business	
sabrina.kirrane@wu.ac.at	
	
Administrative	contact		
Jessica	Michel	Assoumou	
ERCIM	W3C	
jessica.michel@ercim.eu	

	

	

	

	

	

The	project	SPECIAL	(Scalable	Policy-awarE	linked	data	arChitecture	for	prIvacy,	trAnsparency	
and	compLiance)	has	received	funding	from	the	European	Union’s	Horizon	2020	research	and	
innovation	programme	under	grant	agreement	No	731601	as	part	of	 the	 ICT-18-2016	 topic	
Big	data	PPP:	privacy-preserving	big	data	technologies.	

Proximus	contact		
Rudy	Jacob	
rudy.jacob.ext@proximus.com	

	



Backup Slides 



Usage policy language 
Syntax and expressivity  

•  Usage	policy	language,	which	can	be	used	to	express	
both	the	data	subjects’	consent,	data	controllers	
usage	requests,	fragements	of	the	GDPR,	and	
business	policies	

•  The	foundation	of	the	policy	language	was	the	
Minimal	Core	Model	(MCM)	

•  We	propose	a	new	policy	language	that	extensively	
re-uses	standards	based	privacy-related	
vocabularies		

•  We	are	able	to	leverage	existing	Web	Ontology	
Language	(OWL)	based	reasoners	out	of	the	box	



Usage policy language 
SPECIAL resources 

•  Detailed	in	D2.1	Policy	Language	V1		
•  Available	for	download	via	the	SPECIAL	website	
https://www.specialprivacy.eu/langs/usage-
policy	

•  An	unofficial	draft	specification	has	been	
published	online
http://purl.org/specialprivacy/policylanguage		

•  Feeds	into	the	standardisation	efforts	
conducted	in	the	W3C	Data	Privacy	
Vocabularies	and	Controls	Communty	Group	

18/10/19	 39	Piero	A.	Bonatti,	Bert	Bos,	Stefan	Decker,	Javier	D.	Fernández,	Sabrina	Kirrane,	Vassilios	Peristeras,	Axel	Polleres	and	Rigo	Wenning.	Data	
Privacy	Vocabularies	and	Controls:	Semantic	Web	for	Transparency	and	Privacy.	Semantic	Web	for	Social	Good	(SWSG2018)	@	ISWC2018.	



Provenance/event information  
SPECIAL resources 

•  Development	of	a	log	
vocabulary	that	reuses	well-
known	vocabularies	such	as	
PROV	for	representing	
provenance	metadata	

•  Demonstrate	how	
provenance	can	be	used	to	
support	transparency	in	
data	value	chains	
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A	Scalable	Consent,	Transparency	and	Compliance	Architecture	
Sabrina	Kirrane,	Javier	D.	Fernández,	Wouter	Dullaert,	Uros	Milosevic,	Axel	Polleres,	Piero	Bonatti,	Rigo	Wenning,	Olha	Drozd	and	Philip	Raschke		
Proceedings	of	the	Posters	and	Demos	Track	of	the	Extended	Semantic	Web	Conference	(ESWC	2018)		



Transparency and compliance checking platforms 
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A	Scalable	Consent,	Transparency	and	Compliance	Architecture	
Sabrina	Kirrane,	Javier	D.	Fernández,	Wouter	Dullaert,	Uros	Milosevic,	Axel	Polleres,	Piero	Bonatti,	Rigo	Wenning,	Olha	Drozd	and	Philip	Raschke		
Proceedings	of	the	Posters	and	Demos	Track	of	the	Extended	Semantic	Web	Conference	(ESWC	2018)		

•  Data	processing	and	sharing	event	logs	are	stored	
in	the	Kafka		distributed	streaming	platform,	
which	in	turn	relies	on	Zookeeper	for	
configuration,	naming,	synchronization,	and	
providing	group	services.	

•  We	assume	that	consent	updates	are	infrequent	
and	as	such	usage	policies	and	the	respective	
vocabularies	are	represented	in	a	Virtuoso	triple	
store.	

•  The	compliance	checker,	which	includes	an	
embedded	

•  A	HermiT	reasoner	uses	the	consent	saved	in	
Virtuoso	together	with	the	application	logs	
provided	by	Kafka	to	check	that	data	processing	
and	sharing	complies	with	the	relevant	usage	
control	policies.	

•  As	logs	can	be	serialized	using	JSON-LD,	it	is	
possible	to	benefit	from	the	faceting	browsing	
capabilities	of	Elasticsearch		and	the	out	of	the	
box	visualization	capabilities	provided	by	Kibana.	


