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A multidisciplinary perspective... S

= Privacy & Sustainable Computing Lab

= Launched September 2016: launch event with various important stakeholders:
technologists, standardization, activists...

= Mission: Developing sustainable and privacy-preserving computer systems by
bringing together computer science & human-centric behavioral science

PRIVACY &
SUSTAINABLE
COMPUTING LAB

Dr. Sabrina Dr. Ben
Kirrane Wagner

(Director) (Director)

Privacy & Sustainable Computing Lab

The increasing ubiquity of IT and data in corporate infrastructures and innovation endeavours, as well as the rising pervasiveness of computing in our
daily lives, leads to the question how information systems can be build in a private, secure, ethical and value-driven manner. Current IT systems often
fail to deliver on these requirements, commonly characterised as “soft” requirements, while aspects of technical functionality dominate.

The Privacy & Sustainable Computing Lab aims at setting new standards in research, education and practice to address ethical issues in computing.

. f. h .
http://www.privacylab.at/ Spiekermann  Policras.

(Founder) (Founder)
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Online Privacy Public Policy and Legislation
Ethical Design

MISSION
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S e A ::,'*3 Developing sustainable and privacy-

»)

preserving computer systems by
bringing together computer science &
human-centric behavioral science.

Humanities Computer Science

Net Neutrality Big Data Analytics

Fragmentation Artificial Intelligence
Open Data _
Data Science
Open Standards ot e AT




Digital Rights Management W e

UNIVERSITAT
WIEN VIENNA
UNIVERSITY OF

A Data Licensing Perspective... e
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PIRATES HOOKED Bought a Kodi box?
You're probably under investigation,
UK's official copyright protectors warn

s A st nsalatiall Anyone caught streaming TV shows, films and

¥ INDEPENDENT

Recent European Court of Justice ruling means:

EXCLUSIVE gt sports events illegally using websites, torrents and
00 il Kodiadd-ons could technically face a decade

L aRe————————————_ DENiNd Dars.
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DIGITAL ECONOMY ACT: ILLEGAL KODI STREAMS
COULD NOW LAND USERS IN PRISON FOR 10

Amazon and the Premier League are also cracking down on illegal streams fed to media players running Kodi / REUTERS/Tobias

Schwarz

Authorities are becoming increasingly concerned about media players loaded with
the open-source software and a variety of third-party add-ons

http://www.independent.co.uk/life-style/gadgets-and-tech/news/digital-
economy-act-kodi-stream-illegal-users-prison-10-years-sentence-

https://www.thesun.co.uk/tech/3478956/bought-a-kodi-box -yourecOPY right-data-sharing-a7716131.html
proba/bly-under-investigation-uks-ofﬁcial-copyright-protectors- “rouis JMaacss <GPAMBA
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DATA LICENSES CLEARANCE CENTER
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https://www.dalicc.net/
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DALICC is funded by the Austrian Federal Ministry of
Transport, Innovation and Technology (BMVIT) underthe
program "ICT of the Future" between November 2016 -
October 2018. Moreinformation https://iktderzukunft.at/en/
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P — NETFLIX :
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o You @ Spotify d O I. l g:
WIKIPEDLA DATA LICENSES CLEARANCE CENTER
guardlan OpenStreetMap
am_a/;on.com., Py
7 GeoNames e’ Facebook Graph AP
N ODbL
TomTom 3 " CC-BY
i @
©Socrata CC-BY-SA
| IMDB License
| TomTom
License Spectrum License

Strongly Weakly - |
Protective Protective Permissive Proprietary

No rights reserved Some rights reserved

All rights reserved
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DATA LICENSES CLEARANCE CENTER
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Composer

= License Composer: Lets you create customised

License licenses

Library

= License Library: Lets you choose from a set of

License License

standard licenses
Annotator Negotiator . _ - _
consults \ / License Annotator: Provides you with a machine-
readable and human-readable version of your
proposes
| license
| audits

I License Negotiator: Checks compatibility, detects
conflicts and supports conflict resolution

* Compatibility
License 1 * Conflict Detection
* Conflict Resolution

EEE s N.B Very little transparency &

a high dependency on legal enforcement

Derivative License
Data Set License N Work 1..N
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What does GDPR mean for your business?
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The General Data Protection Regulation (GDPR) is a new EU data protection regulation that will come into force

on 25 May 2018.
“The GDPR emphasises transparency, security and accountability by data controllers and processors, while at the

same time standardising and strengthening the right of European citizens to data privacy.”
[Source: Dataprotection.ie]

Trilogue starts

P 6/24/2015
Draft of the regulation EU Council finalises the chapters .
’ 7/22/2012 ) 8/6/2015 Comes into force
5/15/2018
Revisions in the draft Discussions in the EU Council Trilogue agrees .
) 12/17/2015

) 3/12/2013 5/19/2014
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Regulators
Deutsche
Legal
" " "1™ Telekom
Scalable policy-aware linked data architecture
for privacy, transparency and compliance
Data & Data prO)C"T\US

Privacy

Driven
Services Contracts/
Preferences Terms of use 2 o~
ompanies,
() Customers/ pa
. i Service
[ A ) Service Users .
Providers

s TenForce s [ 'E
gmatic Compan) (o ¥ICT

Berlin

£ | e e https://www.specialprivacy.eu/

for Research & Innovation

This project receives funding from the European Union’s Horizon

[ i /_ EFMD oo
2020 research and innovation programme under grant agreement ~Fouls . ' Py “:gi ANBA
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No. 731601
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For howlong
How is data arethe data
processed Where are stored
collected data

Collected data

Purpose of data

collection and D|§closur§to
third parties

and profiles
stored

Transparency Ledger

Mﬁ{ When] ORACLE" symantec
E/] g {80 vmware: 2mazon
I e What . @
ESiaN Microsoft

[How| [Where] Wﬁm Al

Adobe

processing
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Datasubject Policyadmin Auditor Service consumer e !
for privacy, tanaparency and comprance.
® CTC dashboard
5 |
B ' Added Value
s Data access Transparancy v :(\ :
_g laver . cent  engine Compliance interfaces 4\ Service
& engine engine k
5 d Policy rules -
k) D Policy usage
e A

Service developer

= Enable the acquisition of user consent at in a dynamic fashion
= Provide transparency on how data is processed and with whom it is shared

=  Automatically verify compliance with usage control policies specified by
data subjects, and legal obligations specified in the GDPR

N.B. More transparency

Although still a high dependency on legal enforcement
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IEEE STANDARDS ASSOCIATION

Contact FAQs

T & uu)ll‘-'_
B

communities. The ODRL Policy mode
open, educational, government, and
enhance the model to align to their
semantic layer for interoperability.

Note: Community Groups are proposed and
conversations, the groups do not necessaril,

isers.The

tages of system
ents include

and technologists

w:l,f" ‘ y. Find Standards Develop S ds Get Involved News & Events About Us
-
G
Cl
IEEE PROJECT
. P7000 - Model Process for Addressing Ethical
Concerns During System Design
Home / ODRL Community Group
ODRL COMM UN ITY GROUP Engineers, technologists and other project stakeholders need a
methodology for identifying, analyzing and reconciling ethical concerns of STATUS:
h . . ; . d | d end users at t.he beginnin.g of systems and softwa‘re life .cyclles. The ) )
The W3C ODRL Community Group's aim is to develop and promote an open purpose of this standard is to enable the pragmatic application of this type
international specification for Policy Language expressions. The ODRL Policy of Value-Based System Design methodology which demonstrates that
[ i . i ' ) conceptual analysis of values and an extensive feasibility analysis can help
Language provides a flexible and intg =1 info@hubéngieu EIsubscribe % in g are life cycles.
- - . an
transparent and innovative use of di rocesses, IS
consumption of content, application: H U B[f N GI ABOUT NEWS NGI MAP LINKS RESOURCES EVENTS CONTACT Q ods to minimize

ethodologies for Ethical Life-Cycle Concerns Working

THE NEXT GENERATION INTERNET |
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Digital rights management
What do we need in terms of standardisation?

- Policy language for expressing permissions, prohibitions,
obligations and dispensations

- The bottom-up development of core vocabularies to
enable interoperability between systems

- Transparent Linked Data Web (data processing in
general e.g. data protection, public procurement, media,
and political transparency)

o Support both open (publicly accessible) and closed (access
controlled) data sources

o Web Protocols are necessary to support transparent data
processing

o Plug and play framework for mashups, including standard
templates and interfaces especially in terms of generic
policies, events, transparency and compliance controls

/‘EFMD . AT On
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Department of Information Systems &
Operations

Institute for Information Business )
Welthandelsplatz 1, 1020 Vienna, Austria

Dr. Sabrina Kirrane

T +43-1-313 36-4494

F +43-1-313 36-90 4494
sabrina.kirrane@wu.ac.at
WWW.wu.ac.at

www.sabrinakirrane.com

@SabrinaKirrane
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