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Access Control for Linked Data
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Privacy & Sustainable Computing Lab

Launched September 2016: launch event with various important stakeholders:

technologists, standardization, activists...

Mission: Developing sustainable and privacy-preserving computer systems by
bringing together computer science & human-centric behavioral science

PRIVACY &
SUSTAINABLE
COMPUTING LAB

People Projects Events

Privacy & Sustainable Computing Lab

The increasing ubiquity of IT and data in corporate infrastructures and innovation endeavours, as well as the rising pervasiveness of computing in our
daily lives, leads to the question how information systems can be build in a private, secure, ethical and value-driven manner. Current IT systems often
fail to deliver on these requirements, commonly characterised as “soft” requirements, while aspects of technical functionality dominate.

The Privacy & Sustainable Computing Lab aims at setting new standards in research, education and practice to address ethical issues in computing.

http://www.privacylab.at/
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A multidisciplinary perspective...
Online Privacy Public Policy and Legislation

Ethical Design

MISSION

Developing sustainable and privacy-
preserving computer systems by
bringing together computer science &

human-centric behavioral science.

Humanities Computer Science

Net Neutrality Big Data Analytics

Fragmentation Artificial Intelligence
Open Data _
Data Science
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What does GDPR mean for your business?

*x X %
* *
* *
ve ve

* 4 *

The General Data Protection Regulation (GDPR) is a new EU data protection regulation that will come into force
on 25 May 2018.

“The GDPR emphasises transparency, security and accountability by data controllers and processors, while at the
same time standardising and strengthening the right of European citizens to data privacy.”

[Source: Dataprotection.ie]

Trilogue starts

P> 6/24/2015
Draft of the regulation EU Council finalises the chapters .
> 7/22/2012 > 8/6/2015 Comes into force
5/25/2018
} Revisions in the draft > Discussions in the EU Council > Trilogue agrees -
3/12/2013 5/19/2014 12/17/2015
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the answer company™

THOMSON REUTERS®
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Regulators
Legal
Policies

Data & Data

Driven
Services
Terms of use
Companies/

9 ‘ Customers/ Service
}“ Service Users Providers

Deutsche

" " "1" Telekom

proz€imus

Privacy
Preferences

Research and innovation Action

9 partners from 6 countries % s §
January 2017 to December 2019 v EmRMCMIMM /'e' Iep'lfocﬁfey ‘32 -
3,991,389 €

Techmsche
Universitét

Berlin

https://www.specialprivacy.eu/

Horizon 2020
European Union funding
for Research & Innovation

This project receives funding from the European Union’s Horizon
2020 research and innovation programme under grant agreement “ EQuIs u AACSB “4"&!‘&%@5
No. 731601
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? ? Persisting Policy-aware
Semantificati . Pollc.y Compress!on policies wnh querying: User control Dashboards
ingestion & encryption data: sticky | Data subsets/ »

&é policies’ filtering

E ) Primelife

Policies

SPECIAL uses the Linked Data paradigm

/7
0’0

All data items are identified by Internationalised Resource Identifiers (IRI's)
By using HyperText Transfer Protocol (HTTP) IRI’s everything is potentially linkable

IRI’s allow SPECIAL to associate usage constraints with personal data at different
levels of granularity

7
0‘0

K/
0’0

A Scalable Consent, Transparency and Compliance Architecture

Sabrina Kirrane, Javier D. Fernandez, Wouter Dullaert, Uros Milosevic, Axel Polleres, Piero Bonatti, Rigo
Wenning, Olha Drozd and Philip Raschke

Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)
https://www.specialprivacy.eu/project-news/134-architecture-video
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PIRATES HOOKED Bought a Kodi box? JatCI&=1gi@=I0]{e]el-F-TaM®Ze]8]y o) MUV (o= Ry ] [[aTe Wa g [T 1a1F
You're probably under investigation,

UK's official copyright protectors warn . .
| As UK officials try to tackle copyright infringement, people who Anyo n e Ca u g ht Strea m I ng TV S h OWS ) fl I mS a n d

buy tlegal FTVboxes maybe investigated sports events illegally using websites, torrents and

Kodi add-ons could technically face a decade
(wlr) L2l behind bars.

KODI box owners “may be investigated” as part of a crackdown on copyright material

across the UK. INDY / TECH

DIGITAL ECONOMY ACT: ILLEGAL KODI STREAMS
COULD NOW LAND USERS IN PRISON FOR 10

That's according to the chief executive of FACT, the federation against copyright theft,
who warned that soon “some poor, unfortunate person may be the first that is made an
example of".

Amazon and the Premier League are also cracking down on illegal streams fed to media players running Kodi / REUTERS/Tobias
Schwarz

Authorities are becoming increasingly concerned about media players loaded with

the open-source software and a variety of third-party add-ons
http://www.independent.co.uk/life-style/gadgets-and-tech/news/digital-
economy-act-kodi-stream-illegal-users-prison-10-years-sentence-
copyright-data-sharing-a7716131.html

https://www.thesun.co.uk/tech/3478956/bought-a-kodi-box-youre- “Equis Bl ascse <GP AMBA
probably-under-investigation-uks-official-copyright-protectors-warn/
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yror NETFLIX https://www.dalicc.net/
ik You( i Spotify
WIKIPEDLA DALICC is funded by the Austrian
ual‘di | Federal Ministry of Transport,
g dan ﬁQ OpenStreetMap Innovation and Tecflnology (BMVIT)
under the program "ICT of the
amazoncom. Future" between November 2016 -

R October 2018. More information
\See22 GeONameS ﬁ Facebook Graph API https://iktderzukunft.at/en/

0 )
TomTom§ @ Socrata

\ l ODbL

Y CC-BY
CC-BY-SA
: IMDB Li
Llcense SpeCtrum TomTonl'lcle_qucSeense
Public Weakly Strongly :
Domain > Protective > Protective > Proprietary >
No rights reserved ------------------------- Some rights reserved ------------------- All rights reserved
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DATA LICENSES CLEARANCE CENTER

/ DALICC Framework \

License

Composer

License
Library

License License

consults

Data Set

1 Li

Data Set
2

Data Set ense

Annotator Negotiator

audits

» Compatibility
cense 1 * Conflict Detection

License 2

Derivative

Data Set
N

Work

License N

Modeling and Reasoning over Data Licenses
Oleksandra Panasiuk, Simon Steyskal, Giray Havur, Anna Fensel and Sabrina Kirrane
Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)

propos

License

WIEN VIENNA
UNIVERSITY OF
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AND BUSINESS

dalicz

DATA LICENSES CLEARANCE CENTER

License Composer: Lets you create customised
licenses

License Library: Lets you choose from a set of
standard licenses

License Annotator: Provides you with a machine-
readable and human-readable version of your
license

License Negotiator: Checks compatibility, detects
conflicts and supports conflict resolution




Consent and Control Interfaces s

WIEN VIENNA
UNIVERSITY OF
ECONOMICS

AND BUSINESS

ot oy

- s leta Frctcacn O st Zoto protecris
o Vou ey stea cartact i st

e
Prvecy Poncy

P
n 2 Intand

s o ety v, e, PR, .. o LIS cormpeeny. i the dete caebroliee
e o yeos wah foe S rccem. Yous e corbact s o

s e

Atte: Lol Duartesert Prvacy Posicy)
e Strean, o5 Pt

San Prancace, CA 9418

HOW WE USE INFORMATION

INFORMATION WE COLLECT

W e e interratszn e cattecs e e okameng
-

O ACCESS
NAL DATA

Vorecr v e 10 o prec e ocaen pSEbCn e
et 5 reute and o eires o e Sarve

INFORMATION SECURITY
Whe 4k iae s Fvimeton o make il
et comsare e ave soeve oxevcien

st rtin, e iy esd combein 12 messin e smunty of yout dsts Ton

W yous o et e ce sbcm yus 0

145 P of ararmeig o g e  ccrpetay ecine, howeret. # o
eme contocs e Susput
Accmsuing omd Exparing Dot By 3 e s st e o s
etercine . scevty i, UNPG your st vtings, you (o she OUR INTERNATIONAL OPERATIONS AND
e DATA TRANSFERS

vt B ot e oo
PAYMENT AN CARD INFCRMATION

. Vour pecoure s e
A ———— o Vout perssel s raten. i nisrce, you o ol ¢ Selets e prote des
A . 430 e yous rormaten to e -
Wl e s v s o (e e B . iscirng . P ne cormgen me oo Pvmcy St
p— .
u < vecten -
ot b
o v coun ety
dninuse For weereim Srcuh pour preeey
A P R it oy
st oty
o vou

epricaten te umput yous durdce e ywor soesurd ok vy

My b s dace T e e Sea 1k

e oty You agres 45 948 ok whar s craste & Pt sccsnt e
oo uages S Togeer et e, g s ey P e 0

‘acemum s deaertoed e Lo Aghe T Aicen g Corui e

/. EFMD

“Equis Bl ascse <GP AMBA

AccREoiTED ACCREDITED. " ACCREDITED



Consent and Control Interfaces
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Purpose & Data = Storage @ Sharing < Processing t3
On 3rd parties' infrustructures @ / Purpose @ @

We need to process your data to provide the following services:

— Improve service provider's products and services
Display route on map E <o pr P P
Display pointwise velocity on a map E e <o [j < o
Derive race time predictions EE <[]
- < =
Derive calories burned @ 8 <o [
-
Derive cardio fitness score E < s =
< o
Enable a recovery adviser to advise w... @EE <[]
Improve service provider's products ... R — |
< & < =
Enable targeted fitness advertisement BE S o D
Back up data @ E <o [
X

Complete Consent Request

Olha Drozd and Sabrina Kirrane

Conference paper currently under review (oo -
“Equis N aacss <@
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Consent and Control Interfaces

@ purpose data [ storage t3 processing «§ sharing

Available Functionality

( Display all day heart rate

( Display route on map

Gisplay pointwise velocity on a ma

( Derive race time predictions

Derive cardio fitness score

Enable a recovery adviser to advis

[E=]GPs coordinates >
when to start the next workout
Enable targeted fitness .
— © Ldvertisement ' Weight

Back up data

O )
NGZAN A AT AN AN

a
\_/

[&=] Activity duration

Olha Drozd and Sabrina Kirrane
Conference paper currently under review
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? Accepted Functionality

L EEE LY L

. .
$ Google ; 1_} Google calculations. !

CSemmmmmmn CSmmmmmsm=-- -

Display resting heart rate

Derive calories burned

Improve service provider's products
and services

S8
N

.......... -

o=
. " +
13 Axiom calculations.

Cmmmmmmmem=- 4

1 On 3rd parties’
infrustructures

-
8 Dropbox ko

LR

- .
123 Dropbox calculations. N
.

s Runkeeper "

Revoke Complete My Consent

L e

Ve MEN
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Regulatory Compliance Assessment
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.....O.g._ . Data Compliance
- Oy system
-".67 2 ;.
& &3 c@ % Preliminary
€ = 25 assessment User
=) S &e —Input
o - 2 o
. . 83 B O
B o]
= - pplicable
;. '—: obligations
: 99 articles have . <3 =
=) »w T D9 o Main
7 A © O Legislative £33 Ej_
e ~350 relations defined = e model  ESsl = assessment gl Input
. s T £S5
. = < S =58
S e ©° T
) = 5 Summarg of
[C) e fulfilled/unfulfilled
.. - obligations
..- - A_-,;;, é § Report
) - 25 =t t
- e ®° s o L Output:
e-eee® -
Article 13

Asset

Action

Information to be provided where personal data
are collected from the data subject

Party

1. Where personal data|relating to a|data subject@

collected from the data subject} the[controller
shall,{at the time when personal data are obtained;
provide the data subject with all of the following
information:

(a) the identity and the contdst details of the controller and,
where applicable, of the[controller's representative;
(b) the contact deta

tection officer, where

Constraint

Duty

applicable;

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane
Proceedings of the Annual Privacy Forum (APF 2018)
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Regulatory Compliance Assessment

/ D) Priwucy - GDPR Complia X

< C | @ http://priwucy. 1t.php?

[ Priwucy - GDPR Com

PrRIVA /cY HOME TERMINOLOGY  ASSESSMENT

The GDPR Compliance Dashboard

This is the GDPR compliance dashboard. It shows the applicable chapters,
which contain questions regarding obligations defined in the GDPR.
Obligations may have associated sub-obligations. The progress indicator
shows the completion level for each chapter i.e. percentage of the answered

questions.

? Preliminary Check

@ GDPR Compliance Dashboard

© Information and Access

= General obligations

£ Impact Assessment Principles Information and Access Automated decisions General obligations
© Data Protection Officer

& Automated decisions

& Security

& Outside the EU

B Report Generation Security Impact Assessment Data Protection Officer Outside the EU

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane
Proceedings of the Annual Privacy Forum (APF 2018)
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Towards a Legal Knowledge Graph
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Temporal Tagger

Identification

Normalization

Events Relations

HeidelTime
SUTime

GUTime

CAEVO
ClearTK-TimeML
SynTime
TERNIP

TIPSem

USFD2

UWTime

v/ v - -
v v/ - -
v v/ v/ 4
v v/ v/ v
v - v/ v
v - - -
v v/ - -
v v/ v
v v i i
DOCUMENT COLLECTION
7 N
European Court
of Justice |::>
(EUR-LEX)
J |:>
4 )
European Court of
Human Rights E:> §
(HUDOC)
"/
4 )
United States
Supreme Court |:> §
(USO)
\S )

WIEN VIENNA
UNIVERSITY OF
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AND BUSINESS

C # Doc. Size Doc. Size Sentence length
OTPUS Do, (Avg. KB) (Avg. Tokens) (Avg. Tokens)
ECHR 10 4 725 13
ECJ 10 32 5304 32
USC 10 25 5072 37
ANNOTATION TAGGING
(" FistRound ) ((edelTime )
(1 Amontorswork )
2 Annolators meet and
e ona it T
| Gold Standard. )
be
Second Round 1 1me
(1. Annotators work )
2. Annotators meet and
s o
\\TlmeML Gold Standards. /j X UWTime )
L L L
EVALUATION

Gold Standards
- LegalTimeML [>
- StandardTimeML

TempCourt: Temporal Gold Standard and Benchmark for the Legal Domain

Maria Navas-Loro, Erwin Filtz, Victor Rodriguez-Doncel, Axel Polleres, and Sabrina Kirrane

Journal Paper Under review
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Towards a Legal Knowledge Graph
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I European Sources

& National sources BB FUR-Lex
I EuroVoc thesaurus
— i link —_—
<t - - - 111 B> .. <
V
unstructured structured A unstructured structured
Ll II ’ A -
: GATE - E“‘ :

5, 'S ol Linked Legal Data ~
%D o =
= =2
g i
............. > = 3:15'06. :
~ ‘/00[
~
"
(ECL[:AT:OGHOOO2:20 13:00700B00065. l>
3D.0703.000
\]c(avc - 1' -~
BT s e T~
link =T F \g e -
gl \ =5
oy ‘?o
7]
General Knowledge bases, @berster_GerD “2013-07-03"
thesauri, vocabularies hof (Osterreich
— — — > RDF links ————> Existing link ==« B> New link

Interlinking Legal Data
Erwin Filtz, Sabrina Kirrane and Axel Polleres
Proceedings of the Posters and Demos Track of the 14th International Conference on Semantic Systems

(SEMANTICS 2018)
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Latest published version:
https://www.w3.org/TR/odrl-model/

i
Legal Body 5 H

5 g ODRL Information Model 2.2

D e .
P Y - g W3C Recommendation 15 February 2018
1Tk Il :
— — pof This version:
Public Other o https://www.w3.0rg/TR/2018/REC-odrl-model-20180215/
Agencies Institutions g

2

Latest editor's draft:
https://w3c.github.io/poe/model/

Enterprise
Institutional policies
norms

Data Provider

E% Enterprise
.".i Community

i Individual

Implementation report:
https://w3c.github.io/poe/test/implementors

Data offer

Previous version:
https://www.w3.0rg/TR/2018/PR-odrl-model-20180104/

Data offer

Editors:

request

®

Accept contract

Data Provider

Data

Consumer

Data Consumer Data Provider

Check applicable
@ policies

a )
@ Compose & Offer contract

-~ ~

If you can’t enforce it, contract it: Enforceability in Policy-Driven (Linked) Data Markets

Simon Steyskal and Sabrina Kirrane
Proceedings of the Posters and Demos Track of the 11th International Conference on Semantic Systems

(SEMANTICS 2015)




RDF Encryption based on Patterns “U
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one key can open
multiple locks

What's my
ex:salary?

ex:Alice foaf:pastProject ex:Projectl
ex:Alice ex:salary 30000
ex:Alice foaf:mbox "alice@example.org"
ex:Bob foaf:pastProject ex:Projectl
ex:Bob ex:salary 20000
ex:Bob foaf:mbox "bob@example.org"

(ex:Alice, ex:salary, ?)
3!

oofly They, ™ P -0, 2 ?)

\\
- ‘/
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Self-Enforcing Access Control for Encrypted RDF
Javier D. Fernandez, Sabrina Kirrane , Axel Polleres , and Simon Steyskal L e .
Proceedings of the Extended Semantic Web Conference (ESWC 2017y, === 2777 200w



Combining RDF Compression and

Encryption
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canonical term partition

HDT crypt : Efficient Compression and Encryption of RDF Datasets
Javier D. Fernandez, Sabrina Kirrane, Axel Polleres, and Simon Steyskal

“alice@ foaf:mbox

example.org”

foaf:knows

foaf:mbox

”bob@
example.org”

The Semantic Web Journal (to appear)

“30K”

“personal@
example.org”

foaf:mbox

|

foaf:pastProject

ex:Projectl

foaf:homepage

“www.example.org”

D'A

G;

G,

ex:Alice foaf:pastProject ex:Project1 . G
ex:projectl foaf:homepage “www.example.org” . 1

ex:Alice foaf:mbox “alice@example.org” .
ex:Bob foaf:knows ex:Alice .
ex:Bob foaf:mbox “bob@example.org” .

ex:Alice foaf:mbox “personal@example.org” .
ex:Alice ex:salary “30K” . Ga
ex:Alice foaf:mbox “alice@example.org” .

ex:Alice foaf:pastProject ex:Project]

GI
ex:projectl foaf:homepage “www.example.org” . 1
ex:Bob foaf:knows ex:Alice . G'
ex:Bob foaf:mbox “bob@example.org’ 2
ex:Alice ex:salary “30K” . G'
ex:Alice foaf:mbox “personal@example.org’ 3
A ‘ ” ]
ex:Alice foaf:mbox “alice@example.org G 23
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Going Forward.... “U
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= Combine policies and legal knowledge graphs
= Federated Semantic Data Management with policies
= An algebra for combining Description Logic policies

= A reference architecture for enhancing the Linked Data
platform with policies and transparency

= A unified framework for representing and reasoning over
policies (Privacy policies, regulatory constraints, business
rules, social norms)
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VIENNA UNIVERSITY OF
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Department of Information Systems &
Operations

Institute for Information Business )
Welthandelsplatz 1, 1020 Vienna, Austria

Dr. Sabrina Kirrane

T +43-1-313 36-4494

F +43-1-313 36-90 4494
sabrina.kirrane@wu.ac.at
WwWWw.wu.ac.at

www.sabrinakirrane.com

@SabrinaKirrane
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