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Information Disorders
Misinformation, Disinformation, Malinformation
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Information Disorders
Misinformation, Disinformation, Malinformation
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…. classifies misinformation and 
disinformation as: 
the #1 global risk for the next two years 
& the #5 global risk for the next ten years

…. places it again as #1 for the next 
two years & #5 for the next 10 years



Information Disorders
Misinformation, Disinformation, Malinformation
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…. places it again as #1 for the next 
two years & #5 for the next 10 years.

…. places it as #2 for the next two 
years & #4 for the next 10 years.…. classifies misinformation and 

disinformation as: 
the #1 global risk for the next two years 
& the #5 global risk for the next ten years



https://www.sciencedirect.com/science/article/pii/S1566253525008681?via%3Dihub
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Information Disorders
Cross-Data and Cross-Model Evaluation

https://www.sciencedirect.com/science/article/pii/S1566253525008681?via%3Dihub


Information Disorders
Datasets and Sources
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RoBERTa (2019, Facebook AI): 
It removed (Next Sentence Prediction) NSP and was 
trained longer with more data for better performance.

▪ Bidirectional encoder representations 

from transformers (BERT) is a 
language model introduced in 
October 2018 by Google.

▪ BERT is bidirectional, which means 
that it looks at context from both 

sides of a word.

▪ Masked Language Modelling (MLM): 

It works by masking words and 
letting the model predict them.

▪ Next Sentence Prediction (NSP): It 
predicts if one sentence follows 
another.

Information Disorders
Pre-trained and Fine-tuned Models

https://medium.com/@maheera_amjad/bert-and-its-variants-roberta-distilbert-and-albert-explained-fdcbb6354b99
https://towardsdatascience.com/everything-you-need-to-know-about-albert-roberta-and-distilbert-11a74334b2da/

DistilBERT (2019, Hugging Face): 
It is a compressed version of BERT (40% smaller, 60% 
faster), with nearly same accuracy and great deployment.

ALBERT (2019, Google): 
It is the “Lite” version of BERT with fewer parameters, 
shared weights, and factorised embeddings.
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DeBERTa (2020, Microsoft): 
Introduced disentangled attention and an enhanced mask 
decoder.
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Existing Model Performance 
Pre-trained and Fine-tuned Models
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Existing Model Performance (Experiment 1)
Pre-trained and Fine-tuned Models
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Confidence Intervals are in brackets



Existing Model Performance (Experiment 2) 
BERT (WELfake title + text)
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• The BERT model is trained on WELfake data and not 

a good match for the ISOT data
• This holds even when the sample count is raised up 

to the 4,000

• It also has poor performance over the other datasets



Existing Model Performance (Experiment 2) 
RoBERTa-1 (ISOT title + text)
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• The RoBERTa-1 model obviously performs well on the data 

it is fine-tuned on
• Additionally it performs quite well on Buzzfeed, which 

contains similar articles

• It is less suitable for the LIAR and NELA datasets 



Existing Model Performance (Experiment 2) 
RoBERTa-2 (ISOT text)
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• The RoBERTa-2 model obviously performs well on the data 

it is fine-tuned on
• Note that it does not perform as well on the Buzzfeed data 

without the help of the titles



Existing Model Performance (Experiment 2) 
RoBERTa-2-EU (ISOT text + EUvsDisinfo title + text)
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• Using additional data from another source, creates noise and 

weakens the ability of the model to detect its initial fine-
tuning data

• It has better performance on the Buzzfeed data but is 

generally worse for the other datasets



Existing Model Performance (Experiment 2) 
ALBERT (ISOT title)
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The ALBERT model is fine-tuned on the titles only and does not 

perform as well when the titles and text are combined.
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Existing Model Performance (Experiment 3) 
RoBERTa-2-EU (ISOT text + EUvsDisinfo title + text



Existing Model Performance (Experiment 3) 
RoBERTa-2-EU (ISOT text + EUvsDisinfo title + text
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• Good performance when ENR and European 
Multilingual News Articles Dataset (EMNAD) 
balanced or European Newsroom (ENR) only.

• Performance deteriorates when EMNAD dominates.



Existing Model Performance 
Summary of our Findings

➢ The RoBERTa-1 & Longformer models performed better than the other models, however 

RoBERTa-1 performs better over the Buzzfeed data

➢ Longformer takes much longer than RoBERTa-1 due to the extended sequence length input 
limit of 4,096 tokens  

➢ The RoBERTa-1, fine-tuned on EUvsDisinfo data, shows good performance on unseen ENR 
data, however it was not as strong on the EMNAD data

➢ ISOT is a good starting dataset for fine-tuning but needs further contextual data

20
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Information Disorders 
Explainability Evaluation 

https://www.sciencedirect.com/science/article/pii/S0950705126000493?via%3Dihub

https://www.sciencedirect.com/science/article/pii/S0950705126000493?via%3Dihub


Explainability Evaluation
Datasets and Data Sources

22

• ENR-EUvsDISINFO-Mix = M4 is a balanced mix of 510 real European 
Newsroom (ENR) articles and 510 fake news articles

• EMNAD-EUvsDISINFO-Mix = M3 is a balanced mix of 9,965 real European 
Multilingual News Articles Dataset (EMNAD) articles and 9,965 fake 
news articles



1. The jy46604790 RoBERTa model fine-tuned on the ISOT dataset 

 AKA RoBERTa-2 (ISOT text)

2. The winterForestStump RoBERTa model fine-tuned on ISOT and EUvsDISINFO data 

 AKA RoBERTa-2-EU (ISOT text + EUvsDisinfo title + text)

Explainability Evaluation
Models and XAI

23



1 Correctness
Incremental Deletion Log-odds rate

24

Incremental Deletion deletes features 
iteratively based on the feature 
importance list.

The trustfulness or 
faithfulness of an 

explanation.



1 Correctness
Incremental Addition Log-odds rate
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Incremental Addition adds features 
iteratively based on the feature 
importance list.

The trustfulness or 
faithfulness of an 

explanation.



2 Completeness 
Deletion Check Acc-reduced

26

Determining to what 
degree aspects of the 

black box behaviour 
are shown in the 
explanation output

The Deletion Check is done by removing 
the top features and using the remaining 
ones as a model’s input based on the local 
importance of features. This involves 

deleting ranked tokens from each article.



2 Completeness
Preservation Check Acc-reduced
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Determining to what 
degree aspects of the 

black box behaviour 
are shown in the 
explanation output

The Preservation Check replaces 
progressively everything except the top 
features based on the local importance 
of features. This involves adding ranked 
tokens from each article.



3 Continuity
Fidelity for Slight Variations
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The generalisability 
and stability of an 

explanation.

Fidelity for Slight Variations 
compares original and slightly 
perturbed inputs in order to 
assess whether a model’s results 
lead to similar predictions



4 Consistency
Jaccard Similarity of LIME

29

Consistency deals with 

how deterministic an 
XAI method is.

When randomly reinitialising 
a classification model 
multiple times, the Jaccard 
Similarity between feature 
score importance is used to 
assess the model’s 
implementation invariance.

Lime is the only XAI method 
of our portfolio that 
produces inconsistent 
weights for the selected 
features. 



5 Contrastivity
KL Divergence

30

KL Divergence allows us to quantify 
contrastivity in regard to the 
importance of feature distributions. 
This shows how well a model can 
differentiate two classes (e.g., 
positive and negative) from each 
other.

The smaller the KL Divergence and 
the closer it is to zero the more 
alike two distributions are.

The ability of an XAI method 
to make its explanations 
discriminative or separable 
with respect to different 
events or objectives.



Findings

➢ SHAP is the most advanced/suitable method for long-text IDD tasks

▪ But it is only partially effective in identifying supporting features

▪ Struggles with unseen data and is slow

➢ Vanilla Gradients performed well as a starting point and preliminary tool

▪ Fast and consistent explanations

▪ But suffers from the gradient saturation problem, which limits standalone use

➢ LIME is not recommended for this domain

▪ Excessive resource demand

▪ Technical limits and boundaries for the domain of long-text IDD

31



Information Disorders
Misinformation, Disinformation, Malinformation
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https://penni.wu.ac.at/papers/ESWC2026_poster_GruensteidlKirrane.pdf

https://penni.wu.ac.at/papers/ESWC2026_poster_GruensteidlKirrane.pdf


Information Disorder Knowledge Graph
Data

▪ PolitiFact-Oslo Corpus & LIAR2: True, Mostly True, Half True, Mostly 
False, False, and Pants on Fire

▪ BuzzFeed: mostly true, mostly false, mixture of true and false, and 
no factual content

34https://penni.wu.ac.at/papers/ESWC2026_poster_GruensteidlKirrane.pdf
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Information Disorder Knowledge Graph
Actors, Agendas, and Events
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Information Disorder Knowledge Graph
Competency Questions
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Ongoing & Future Work

➢Builds a more comprehensive information disorder ontology describing 

(political) actors, agendas, and events

➢Automate the knowledge graph population using structured and 
unstructured information

➢Dig deeper into:

▪ Intent or motives of relevant actors 

▪ Role of campaigns and events

37https://penni.wu.ac.at/papers/ESWC2026_poster_GruensteidlKirrane.pdf
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➢22nd International Conference on Artificial 

Intelligence and Law (ICAIL) July 5-9, 2027

➢Declarative AI September 15-22, 2027

▪ The 11th International Joint Conference on Rules and 
Reasoning

▪ The 23rd Reasoning Web Summer School

➢22nd International Conference on Neurosymbolic 
Learning and Reasoning September 13-15, 2028

Excuses to come visit us in Vienna

38
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Existing Model Performance (Experiment 4) 
DEBERTa (Covid19 statements)
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• Used for maximum accuracy for complex classification, 
question answering, or natural language inference tasks

• The original fine-tuning data consists of short COVID-19 
news statements or tweets



Existing Model Performance (Experiment 4) 
Longformer (ISOT text)

41

• Longformer is as effective as the RoBERTa model on seen data
• The Longformer model’s evaluation numbers, except when 

applied on BuzzFeed articles, are a bit better overall
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